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Abstract

Dark patterns are manipulative design elements that try to deceive or coerce the
user into doing something that is in the best interest of the website or app and not
necessarily of the user. They have become somewhat ubiquitous throughout the
internet. While there are countermeasures from a regulatory direction (such as the
GDPR in the European Union) and active research going into technical solutions
against dark patterns, this thesis explores another direction: educating the user to
better detect dark patterns and gain confidence in doing so. For this purpose, we
explore a learning game against dark patterns. In a preliminary user study, we
evaluate three game mechanics that combine finding and classifying dark patterns
regarding their suitability and user preference. The results show that users prefer
a game mechanic that is closest to the real world, where they have to find multi-
ple dark patterns hidden on a website. We proceed by building a learning game
prototype artifact based on the results of this preliminary study. We evaluate this
prototype in a second user study and measure its learning effects in a pre-test/post-
test design. The results show that there is a significant increase in performance in
detecting dark patterns after playing the game. It further indicates that players
gain more confidence when encountering dark patterns, especially recurring ones.
We describe some opportunities to utilize the game to create a large dataset on
susceptibility to certain dark patterns.
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Uberblick

Dark Patterns sind manipulative Design Elemente, die versuchen den Besucher
einer Website oder App zu tduschen oder dazu zu bewegen etwas zu tun, was
im Interesse des Betreibers und nicht notwendigerweise im Interesse des Besuch-
ers ist. Solche Dark Patterns sind relativ weit verbreitet im Internet. Mafinahmen
gegen Dark Patterns kommen einerseits von Aufsichtsbehorden (wie z.B. mit der
GDPR in der Europdischen Union), doch auch seitens der Forschung, um tech-
nische Losungen gegen Dark Patterns zu finden. In dieser Arbeit erkunden wir
eine weitere Richtung: Die Aufklarung von Nutzern, damit sie Dark Patterns
besser erkennen und selbstbewusster umgehen konnen. Wir tiberpriifen, ob ein
Lernspiel dafiir geeignet ist. In einer ersten Nutzerstudie testen wir drei ver-
schiedene Spielmechaniken, die das Finden und Klassifizieren von Dark Patterns
kombinieren. Wir priifen deren Eignung und Nutzer-Prédferenz. Unsere Ergeb-
nisse zeigen, dass Nutzer die Spielmechanik bevorzugen, die am nédhesten die Re-
alitit widerspiegelt und bei der mehrere Dark Patterns auf einer Website versteckt
sind, die sie finden miissen. Basierend auf diesem Ergebnis entwickeln wir einen
Prototyp fiir ein Lernspiel. Wir testen diesen Prototyp in einer zweiten Nutzer-
studie, um dessen Lerneffekt zu messen. Dazu verwenden wir ein pre-test/post-
test Studiendesign. Die Ergebnisse zeigen, dass durch das Spielen unseres Proto-
typs ein signifikanter Lerneffekt zu erkennen ist. Dariiber hinaus deuten die Ergeb-
nisse darauf hin, dass Nutzer durch das Spiel mehr Selbstbewusstsein gewinnen.
Im Weiteren beschreiben wir das Potential des Spiels, damit grofie Datenmengen
zu sammeln, die zur weiteren Forschung, gerade was Anfilligkeiten gegeniiber
spezifischen Dark Patterns angeht, verwendet werden kénnen.
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Throughout this thesis we use the following conventions.

Text conventions

Definitions of technical terms or short excursus are set off
in colored boxes.

EXCURSUS:

Excursus are detailed discussions of a particular point in
a book, usually in an appendix, or digressions in a writ-
ten text.

Source code and implementation symbols are written in
typewriter-style text.

myClass

The whole thesis is written in American English. We use
the plural form for the first person. For unidentified third
persons, we use the pronouns they/their.

Download links are set off in colored boxes.

Definition:
Excursus

File: myFile?
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Chapter 1

Introduction

The five most visited websites in the world are Google
Search, YouTube, Facebook, Instagram, and X, which have
combined more than 149 billion visits per month [Similar-
web, 2023]. There is a good chance that many people will
visit at least some of those websites fairly regularly. For in-
stance, Urman and Makhortykh [2023] showed that people
in Germany and Switzerland use Google Search on average
8.8 times per day. Similarly, a survey on social media usage
by Auxier and Anderson [2021] showed that about 70% of
adults in the U.S. visit Facebook at least once a day.

These websites are not only the most visited websites. They
and their respective parent companies are also prominently
listed by Brignull et al. [2023] on their “Hall of Shame”
section of their website https://www.deceptive.design/?,
where the authors showcase and publicly shame websites
that use dark patterns.

DARK PATTERNS:

Dark patterns (or deceptive patterns) are often malicious
elements or tricks used on websites and in apps to make
the users do something they did not intend to and which
may be against their best interest. [Brignull et al., 2023]

'https:/ /www.deceptive.design/hall-of-shame [Accessed: Dec. 2,
2023]

Many popular
websites use dark
patterns.

Definition:
Dark Patterns


https://www.deceptive.design/hall-of-shame

1 Introduction

Dark patterns are a
common occurrence
throughout the
internet.

Falling for dark
patterns can have
serious
consequences.

Visual
countermeasures are
possible but have
limitations.

However, Brignull et al.’s “Hall of Shame” is not limited to
just popular websites or big corporations. On the contrary,
they present over 400 examples of dark patterns through-
out the internet. This shows the prevalence of dark pat-
terns. For instance, Mathur et al. [2019] showed in the
context of shopping websites, that at least 11% of their in-
spected websites (~11K) used dark patterns. Furthermore,
popular shopping websites were more likely to use dark
patterns than less popular ones. Unfortunately from an
end-user perspective, companies have a monetary incen-
tive to use dark patterns [Maier and Harr, 2020]. The usage
of mild (i.e., subtle) and even aggressive dark patterns is ef-
fective in steering and manipulating customers [Luguri and
Strahilevitz, 2021] while at the same time risking to upset
said customers and harming the brand [Voigt et al., 2021].

The consequences of being tricked by a dark pattern can
vary in severity. At best, they are just an annoyance and
cause frustration [Conti and Sobiesk, 2010, Bhoot et al.,
2021]. However, many dark patterns are designed to coerce
people into sharing more personal data than they intended
[Gunawan et al.,, 2022, Brignull, 2023, Norwegian Con-
sumer Council, 2018]. There are also many reported cases
where dark patterns have led to financial harm [Brignull,
2023] and they have consequently been investigated by
lawmakers (e.g., by the Federal Trade Commision (FTC)?).

Because dark patterns are potentially harmful, researchers
are already exploring countermeasures. Mathur et al.
[2019] proposed visual highlighting of dark patterns.
Schifer et al. [2023] further investigated which visual coun-
termeasures, such as highlighting with explanation or hiding,
are preferred by users for which kind of dark pattern. There
are also some artifact browser extensions that highlight
dark patterns on websites (e.g., insite> or dapde*). How-
ever, reliably detecting dark patterns is a complex problem
(the two examples of insite and dapde use machine learn-
ing and regular expressions, respectively) and work mostly

“https:/ /www.ftc.gov /news-events/news/press-
releases/2021/07 /lendingclub-agrees-pay-18-million-settle-ftc-
charges/ [Accessed: Dec. 2, 2023]

*https:/ /devpost.com/software/insite-qfpjcd [Accessed: Dec. 2,
2023

*https:/ /dapde.de/de/ [Accessed: Dec. 2, 2023]


https://www.ftc.gov/news-events/news/press-releases/2021/07/lendingclub-agrees-pay-18-million-settle-ftc-charges/
https://devpost.com/software/insite-qfpjcd
https://dapde.de/de/

text-based or on a limited set of dark patterns [Mansur
et al., 2023]. For some types of dark patterns, it may not
even be possible to detect them with an automatic approach
[Curley et al., 2021]. Even if there is some automated ap-
proach to detect dark patterns, it is still possible that dark
pattern detection browser extensions will face similar chal-
lenges as ad blockers and have to constantly evolve in or-
der to keep up with the newest changes from advertisers
[Storey et al., 2017].

Apart from the regulatory interventions mentioned before
(e.g., by the European Union or the FTC) and the techni-
cal countermeasures just described, Bongard-Blanchy et al.
[2021] propose another user-directed intervention measure
focusing on education. They suggest something like a “spot
the dark pattern”-game. In this thesis, we will explore
whether learning games are suitable to educate people
against dark patterns.

LEARNING GAMES:

Serious games are games that have at least one additional
goal besides entertainment. Learning games describe a
type of serious games that focus on learning for educa-
tional purposes. [Dorner et al., 2016, Plass et al., 2015]

The idea is that people don’t have to rely on a browser
extension or other technical or regulatory solution but in-
stead gain the required knowledge and confidence to detect
and properly circumnavigate dark patterns on their own.
This is especially relevant because even being aware of dark
patterns does not necessarily mean people can resist them
[Bongard-Blanchy et al., 2021]. Yet people performed bet-
ter in detecting dark patterns once they had been informed
about them [Di Geronimo et al., 2020].

Games have been shown to be a very effective tool for
learning if they are designed for a specific problem or to
teach a certain skill [Griffiths, 2002]. They are well suited to
reach a large demographic and offer opportunities for mea-
surements and research. They can be more motivating and
engaging than traditional educational methods [Tang et al.,
2009].

We aim to educate
people on dark
patterns.

Definition:
Learning Games

We want people to
be more confident

when encountering
dark patterns.

Games are a
well-suited method
for learning.



1 Introduction

Learning games
allow people to
engage with and
learn about dark
patterns in a
consequence-free
environment.

Research has
focused on technical
solutions against
dark patterns.

There are games
about dark patterns
with limited scope.

Learning about dark patterns within a game has additional
advantages: While a learning game has certain rules and
presents some sort of artificial conflict, it also provides
a risk-free, consequence-free virtual environment where
players can freely experiment and explore dark patterns
within the confinements of the learning game and any mis-
takes do not have real-world ramifications [Ropke, 2023].
On the contrary, making mistakes within a learning game
can even be desirable as it can be a necessary step towards
learning [Plass et al., 2015].

1.1 Motivation & Aim

We have already outlined the different intervention mea-
sures against dark patterns proposed by Bongard-Blanchy
et al. [2021]. Regulatory interventions, like the General Data
Protection Regulation (GDPR) in the European Union, only
had limited success®. Technical and design intervention mea-
sures are both being currently researched (e.g., by Schéfer
et al. [2023]) and, though they have their own limits and
challenges, being applied (e.g., with dapde and insite).

However, there is less research going into the educational di-
rection of intervention measures. There is a browser game
called Cookie Consent Speed.Run®. While it is fun to play,
it is more a reductio ad absurdum of how convoluted some
cookie consents have become rather than an actual learning
experience’. Another game is called The Dark Pattern Game
[Tjostheim et al., 2022] and focuses on preserving privacy
and the dangers of sharing too much data.

Yet, to the best of our knowledge, there is no dark pattern
learning game that focuses on the general detection of dark
patterns (i.e., the suggested “spot the dark pattern”-game by
Bongard-Blanchy et al.).

*https:/ /netzpolitik.org /2022 /manipulative-cookie-banner-viele-
beschwerden-wenige-strafen/ [Accessed: Mar. 4, 2024]

®https:/ /cookieconsentspeed.run [Accessed: Mar. 4, 2024]

"It is still great to raise awareness for the issue.


https://netzpolitik.org/2022/manipulative-cookie-banner-viele-beschwerden-wenige-strafen/
https://cookieconsentspeed.run

1.2 Outline

With this thesis, we aim to fill this gap. The focus is to ex-
plore which game mechanics are suitable for such a dark
pattern learning game and match our learning goals. Those
are the improved ability to generally detect dark patterns
and increased confidence in doing so.

Furthermore, we aim to evaluate the effectiveness of such
a dark pattern learning game by measuring its immediate
and long-term learning effects.

1.2 Outline

In Chapter 2 “Related Work”, we first introduce the domain
of dark patterns for our own learning game by looking into
and comparing existing taxonomies. We explore other do-
mains where learning games have already been success-
fully applied to and provide an overview of the taxonomies
of educational goals.

In Chapter 3 “Exploring Game Mechanics”, we present our
preliminary study where we investigate which game me-
chanics are suitable for dark pattern learning games. We
test three game mechanics and evaluate them to get a user
preference and an indication of their suitability.

In Chapter 4 “A Dark Pattern Learning Game Prototype”,
we describe the design and implementation of the dark pat-
tern learning game prototype artifact that is based on the
results of our preliminary study.

We evaluate the learning game prototype in Chapter 5
“Dark Pattern Learning Game User Study & Evaluation”
with a second user study to measure the learning effects
and benefits of the game.

We conclude our research in Chapter 6 “Summary and Fu-
ture Work”. We summarize our findings along with their
limitations and suggest some future research opportunities.






Chapter 2

Related Work

In this chapter, we look at related work from two domains.
Firstly, in Chapter 2.1, we explore the area of dark patterns.
Specifically, we look into existing taxonomies and catego-
rization of dark patterns. We further discuss the preva-
lence of dark patterns and their effect on users. Secondly,
in Chapter 2.2, we look into learning games and the theory
of educational objectives and present learning games from
other domains.

2.1 Dark Patterns

There is not one clear definition of "dark patterns”. Its exact
meaning and categories vary based on the context and do-
main [European Commission et al., 2022]. There are more
generic categories for dark patterns (e.g., by Gray et al.
[2018]) and domain-specific dark patterns (e.g., by Mathur
etal. [2019] or Mildner et al. [2023]). However, a dark pattern
generally refers to malicious user interface elements that
are meant to manipulate or deceive users [Brignull et al.,
2023, Gray et al., 2018]. Figure 2.1 shows two examples
of dark patterns: Figure 2.1a uses interface interference to
make the subscription button the obvious choice and hide
the close button. Figure 2.1b attempts to rush the user into
making a purchase by using scarcity and urgency.

Dark patterns are
malicious design
elements to
manipulate or
deceive users.
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Figure 2.1: Two examples of dark patterns in the real world: (a) shows an example
of interface interference [Gray et al., 2018], putting a strong emphasis on the sub-
scription button while almost hiding the close button in the top right corner. (b)
shows an example of urgency (limited time deal) and scarcity (limited stock), two
dark patterns that Mathur et al. [2019] found in the context of shopping websites.

Dark patterns The term “pattern” generally refers to a successful solu-
describe established tion to a recurring problem [Borchers, 2000]. It originated
solutions to exploit or from the domain of architecture [Alexander, 1977], where

deceive users. the authors listed established designs for cities and build-

ings in a hierarchy. It was first adapted for computer
science and software development [Beck, 1987], and later
for the domain of HCI [Borchers, 2000]. However, while



2.1 Dark Patterns

design patterns generally describe successful good practices,
a dark pattern describes an established solution to exploit or
deceive users [Bosch et al., 2016].

2.1.1 Existing Taxonomies

Early work in the area of dark patterns and building a tax-
onomy for them dates back to 2010. Brignull [2010] first
used the term “dark pattern”, which they defined as "user
interfaces that have been designed to trick users into doing
things they wouldn’t otherwise have done, or to prevent
users from doing the things they want to do”. They col-
lected and showcased websites that used dark patterns and
identified and categorized recurring dark patterns. Their
original taxonomy consisted of eleven types of specific dark
patterns such as bait and switch, sneak into basket, privacy
zuckering, or roach motel. Though their work is still relevant
today, it has since then been updated and expanded upon.
In their newest version, Brignull et al. [2023] list 16 types
of dark patterns (which they rebranded “deceptive patterns”
in 2022), including those added by Gray et al. [2018] and
Mathur et al. [2019].

In 2010, Conti and Sobiesk [2010] provided another taxon-
omy independent of the works of Brignull. They analyzed
websites, desktop software, and interfaces in a 12-month
study to find malicious interface design techniques. They
combined data that were gathered using an automated ap-
proach and data that was manually sought out, as well as
data collected from group discussions at a hacker confer-
ence (Hackers of Planet Earth Conference). Their taxonomy
describes eleven high-level techniques of how malicious in-
terfaces work, such as confusion, distraction, exploiting errors,
and obfuscation.

Gray et al. [2018] analyzed the topic of dark patterns from
an ethical perspective. They considered the strategic deci-
sions that designers made for each dark pattern to come
up with five high-level categories to place existing dark
patterns into: nagging, obstruction, sneaking, interface inter-
ference, and forced action. These categories are shown in

Brignull [2010]
provided an early
taxonomy for dark
patterns.

Conti and Sobiesk
[2010] created a
taxonomy that
describes high-level
malicious interface
design techniques.

Gray et al. [2018]
expanded on
Brignulls taxonomy
and introduced five
superordinate
categories for dark
patterns.
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Figure 2.2: The five high-level categories by Gray et al. are nagging, obstruction,
sneaking, interface interference, and forced action. Additionally, they indicate what
specific dark patterns fall into each category. Figure taken from [Gray et al., 2018]

Gray et al. [2023]
provided a draft for
an ontology for dark
patterns.

There is an update to
the ontology.

Figure 2.2. Gray et al. list what types of dark patterns by
Brignull fall into each category, but they also expanded the
existing list of dark patterns. For instance, they included
nagging as a completely new category or added preselection
as a new type of dark pattern.

Additionally, Gray et al. [2023] provided a draft for an on-
tology of dark patterns as a foundation work for future re-
search. They aggregated data from their previous work as
well as from other sources such as Brignull et al. [2023] or
Mathur et al. [2019] and from regulatory reports (e.g., the
European Union Commission or the FTC). They then di-
vided these data into a three-tier hierarchy: high-level pat-
terns that describe general strategies of how to manipulate
people, in-between meso-level patterns that describe an an-
gle of attack, and low-level patterns that describe a specific
means of execution. Most noteworthy, they added a sixth
high-level category, “social engineering”, where many of the
domain-specific dark patterns by Mathur et al. fall into.

A paper with updates to the ontology has since then been
accepted at CHI 2024!. In this version, Gray et al. [2024]
updated the ontology to five high-level patterns (moving
nagging to the meso-level of forced action), 25 meso-level

'The paper has already been published on the website of the author.
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patterns, and 35 low-level patterns®. They provide further
details and guidance on how to integrate future dark pat-
terns or dark patterns from other domains into the existing
ontology.

Whereas the previous works attempt to categorize and
classify dark patterns in general, there is further research
looking into dark patterns in specific domains. We present
three domains and their specific taxonomies that cover a
wide range of popular use cases: shopping, social media,
and gaming.

Mathur et al. [2019] used an automated approach to col-
lect and classify dark patterns on ~11K shopping sites.
They discovered 1818 dark patterns on over 1254 websites
(~11.1% of all investigated websites). They identified 15
different types of dark patterns that they placed in 7 su-
perordinate categories: sneaking, urgency, misdirection, social
proof, scarcity, obstruction, and forced action. For each dark
pattern, they named the cognitive bias that the dark pat-
tern exploits (anchoring effect, bandwagon effect, default effect,
framing effect, scarcity bias, and sunk cost fallacy). Further-
more, they provide higher-level attributes or characteristics
to describe dark patterns: asymmetric, covert, deceptive, hides
information, and restrictive. They added disparate treatment
(disadvantage one group of users) as a sixth attribute in a
follow-up work [Mathur et al., 2021].

In the same way that Mathur et al. looked specifically into
shopping websites, Mildner et al. [2023] investigated dark
patterns in the context of social media (Facebook, Insta-
gram, TikTok, and Twitter). There, they found 44 instances
of dark patterns that they coded into two high-level strate-
gies and five social-media-specific dark patterns: The first
strategy is engaging the user that they are entertained longer
and thusly interact with the service for longer. This in-
cludes the dark patterns interactive hooks (e.g., addictive de-
sign or gamification) and social brokering (e.g., social connec-
tions or reappearing popular content). The second strategy
is governing the user, which includes decision uncertainty,

?Because this paper was only published recently, we use the original
draft of the ontology throughout most of this thesis. In the end, we will
draw conclusions on how these recent updates match our results.

Further research
investigates specific
domains for dark
patterns.

Mathur et al. [2019]
classified dark
patterns in the
context of shopping
websites into seven
categories.

They classified dark
patterns based on
six characteristics
and the cognitive
bias they exploit.

Mildner et al. [2023]
looked into dark
patterns in the
context of social
media.
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2 Related Work

Dark patterns in
social media are less
harmful.

Zagal et al. [2013]
found seven dark
patterns in three
categories in the
context of games.

labyrinthine navigation, and redirective conditions. They also
characterized each of their dark patterns using the same
characteristics as Mathur et al. did, thus expanding on
this taxonomy. However, the authors also note that dark
patterns in social media are less effective because their goal
is to engage the user for longer. Therefore, they need to sat-
isfy their users rather than aggravate them, which is why
the two strategies have to be carefully balanced.

While previous domains looked into dark patterns in the
context of websites or apps, Zagal et al. [2013] looked into
dark patterns in the context of gaming by analyzing strate-
gies of game designers, observation, and player reactions.
They discovered seven game-specific dark patterns in three
categories: Firstly, temporal dark patterns that are designed
to waste the players’ time with grinding or playing by ap-
pointment. Secondly, monetary dark patterns so that the
player spends more money. This includes pay to skip (often
combined with grinding), pre-delivered content (i.e., paying
to unlock all content shipped with the game) and monetized
rivalries (also known as “pay-to-win”). Finally, there are so-
cial capital-based dark patterns that exploit the social stand-
ing component of games. There are social pyramid schemes
(inviting friends to the game) and impersonation (i.e., mak-
ing it seem as if a real player performed an action they
didn’t do). However, the authors also note that not every
occurrence of these elements is necessarily a dark pattern.
Grinding or playing by appointment can also be part of regular
gameplay (e.g., for optional goals or rare achievements?).

2.1.2 Prevalence and Susceptibility

Some of the previous papers have already given an indi-
cation of the prevalence of dark patterns. Mathur et al.
[2019] found dark patterns on at least 11.1% of shopping
websites. However, this is just a lower bound since their
automated crawler approach could only detect text-based
dark patterns. Additionally, more popular shopping web-
sites were more likely to use dark patterns.

*Zagal et al. name the respawn timer in World of Warcraft as an exam-
ple of playing by appointment that is not a dark pattern.
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The European Commission issued a report on dark patterns
[European Commission et al., 2022] where they also inves-
tigated the prevalence of dark patterns. They compiled a
list of the 30 most visited websites and 30 most used apps
across the European Union, plus 15 additional popular na-
tional websites. Their results show that 73 of the 75 inves-
tigated websites and apps (97%) used at least one form of
dark pattern. It further indicates that specific dark patterns
are far more common than others: preselection, hidden infor-
mation / false hierarchy, nagging, roach motel, and forced regis-
tration were the most five common dark patterns while bait
and switch, confirmshaming, price comparison prevention, sneak
into basket, and trick questions were the five least common
ones. There is also no real difference in dark pattern use
based on the category of the website or app.

Di Geronimo et al. [2020] looked specifically at the preva-
lence of dark patterns in mobile apps. They looked at the
top 30 trending apps in the eight categories of the Google
PlayStore. In order to find certain dark patterns, the au-
thors did not only analyze screenshots but interacted with
each app performing tasks for 10 minutes and then ana-
lyzed the recordings. They found 1787 dark patterns in the
240 inspected apps, with 95% of them containing at least
one dark pattern. Furthermore, almost half of the apps con-
tained seven or more dark patterns. Similar to the EU re-
port [European Commission et al., 2022], the most common
dark patterns were nagging, false hierarchy, and preselection.
Di Geronimo et al. performed a second study with 589 par-
ticipants, where they investigated how well people detect
dark patterns in apps. The results show that the majority of
users are unable to detect the dark patterns or are unsure
about them. Some participants stated that some dark pat-
terns are so ubiquitous and common that they have become
part of the normal interaction with apps.

However, Bhoot et al. [2021] present a somewhat contradic-
tory result based on the results of an online questionnaire
(Figure 2.3). There, they tested with twelve dark patterns
if people recognized them. The results varied based on
the individual dark patterns, with forced action being rec-
ognized most often and roach motel being recognized least
often. Bhoot et al. assume that this might be based on

A report on dark
patterns in the EU
showed that 97% of
investigated websites
and apps use dark
patterns.

Di Geronimo et al.
[2020] found dark
patterns in 95% of
popular smartphone
apps.

Some dark patterns
are so common that
people don’t
recognize them as
such.

Bhoot et al. [2021]
investigated which
dark patterns users
are more susceptible
to and how it affects
their perception of
the website.
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2 Related Work

Dark patterns annoy
users, but the
benefits that services
offer outweigh the
manipulation.

People on mobile
devices are more
likely to be tricked by
certain dark patterns.

100 886
81.3 823

Identified Dark Pattern

Type of dark pattern

Figure 2.3: The results of a questionnaire by Bhoot et al.
[2021] show how well users recognized different dark pat-
terns. Forced continuity was recognized most often, roach
motel least often. Figure taken from [Bhoot et al., 2021]

familiarity and frequent occurrences of certain dark pat-
terns. They further investigated how the usage of dark pat-
terns affects user perception of the website: users generally
get frustrated when they encounter a dark pattern, and the
usage of dark patterns reduces the trust in the website. This
matches the results of Voigt et al. [2021] that using dark pat-
terns increases annoyance and hurts brand trust. Despite
that, people tolerate the use of dark patterns by large com-
panies and services they depend on because the benefits
that these services offer often outweigh the presence and
manipulation of dark patterns [Maier and Harr, 2020].

In an online experiment van Nimwegen and de Wit [2022]
compared the differences in dark pattern detection based
on the user platform (desktop vs. mobile) with three con-
crete dark patterns (sneak into basket together with toying
with emotions, and trick question). Their results show that
there is a significant difference for sneak into basket between
desktop and mobile, with users being tricked more often
on mobile. Possible explanations by the authors are that
mobile users typically spend less time inspecting each el-
ement and that the smaller screen and layout change may
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have contributed to the result. While trick question was also
more effective on mobile, the differences between the two
platforms were smaller.

Bongard-Blanchy et al. [2021] investigated the awareness of
people regarding dark patterns and their ability to detect
them. Their results show that people are aware that web-
sites can manipulate them. They are less worried about be-
ing manipulated or the potential harm that dark patterns
might cause. In a study with ten user interfaces (9 contain-
ing dark patterns and one benign) 59% of participants de-
tected at least five dark patterns. However, some dark pat-
terns were recognized better than others. For instance, high-
demand or limited-time messages and confirmshaming were de-
tected more often than trick questions or pre-selection.

Luguri and Strahilevitz [2021] further investigated the ef-
fects of dark pattern usage with an extensive online sur-
vey. They tested the differences between mild and aggres-
sive dark patterns by trying to sell a subscription service.
Using mild dark patterns doubled the acceptance rate com-
pared to the control group (no dark patterns) (11.3% for
no dark patterns, 25.8% for mild dark patterns) without
causing much backlash. Aggressive dark patterns almost
quadrupled the acceptance rate (41.9%) but did cause more
backlash in doing so. Furthermore, less educated people
were more susceptible to mild dark patterns. In a second
study, Luguri and Strahilevitz investigated which dark pat-
terns were more effective in steering people toward a deci-
sion. Those were hidden information, trick questions, and ob-
struction. Urgency, however, had no effect toward nudging
people.

Similarly, Voigt et al. [2021] performed an online experi-
ment with 204 participants where they tested annoyance
and brand trust for two webshops: one without dark pat-
terns and one with five dark patterns (one of each of Gray
et al. [2018] categories). Their results show significantly
higher annoyance and lower brand trust for the dark pat-
tern version, with nagging being described as particularly
annoying. The authors further note that there is no con-
nection between the users’ affinity for technology and their
detection rate of dark patterns.

Bongard-Blanchy

et al. [2021]
investigated the
awareness of people
regarding dark
patterns.

Luguri and
Strahilevitz [2021]
show that mild and
aggressive dark
patterns are
effective, but the
latter annoys
customers.

There is no
connection between
affinity for technology
and dark pattern
detection rate.
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2 Related Work

Games are suitable
for learning and offer
measurements for
research.

Learning games
possess certain
characteristics such
as transferable
knowledge and clear
educational
objectives.

Bloom’s Revised
Taxonomy (BRT)
organizes
educational
objectives in a
two-dimensional
array.

2.2 Learning Games

Griffiths [2002] describe the advantages of using games for
educational purposes from a general point of view and a
research perspective. Games are good at grabbing atten-
tion for younger players but are also well suited for a larger
demographic (age, gender, educational background). They
are more engaging and elements such as interactivity, feed-
back, and challenges can further stimulate learning. More-
over, games also provide many benefits for researchers.
They allow for measurements and comparable (or even
standardized) results. Plass et al. [2015] name another ad-
vantage of learning games compared to other methods of
learning: games can be very adaptive and tailor the learn-
ing content to each player’s knowledge and skill level.

Whereas regular games are primarily designed for enter-
tainment, learning games (or educational games) have the
primary goal of imparting knowledge or teaching certain
skills while still being entertaining [Dorner et al., 2016, Tang
etal., 2009]. Tang et al. [2009] list characteristics from learn-
ing theory that learning games typically possess: they are
supposed to be motivating and engaging, embark knowl-
edge that is transferable to the real world, provide feedback
and assessment, and have clear educational objectives.

A widely used taxonomy for educational objectives is the
revision of Bloom’s taxonomy by Krathwohl [2002], com-
monly referred to as Bloom's Revised Taxonomy (BRT). Ed-
ucational objectives are organized into a two-dimensional
array. The first dimension is the knowledge dimension and
includes factual knowledge, conceptual knowledge, procedural
knowledge, and metacognitive knowledge. The second dimen-
sion is the cognitive process dimension. This dimension can
be considered hierarchical because it scales from simple
to complex, and more complex levels include the simpler
ones. This dimension includes - from simple to complex
- remember, understand, apply, analyze, evaluate, and create.
The resulting two-dimensional array, including a descrip-
tion for each educational objective, is visualized in Figure
24.
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Figure 2.4: A visualization of learning objectives and the two dimensions of
Bloom’s Revised Taxonomy based on the works of Krathwohl [2002] by Rex Heer,
Center for Excellence in Learning and Teaching, Iowa State University (licensed
under a Creative Commons Attribution-ShareAlike 4.0 International License?).

“https:/ / creativecommons.org/licenses /by-sa/4.0/

One early example of a learning game in cyber security is Learning games in
Anti-Phishing Phil [Sheng et al., 2007], an educational anti- phishing improved
phishing game. The authors describe the process of speci- recognition

fying the learning goals and educational objectives (concep- performance

tual and procedural). They use a level-based game mechanic, compared to
where players are presented with a fixed number of URLs traditional learning
(phishing and benign) and have to decide which is which. methods.

This includes a scoring system for correct answers, false
positives, and false negatives. The whole game is wrapped
in a story and includes a tutorial, a post-level summary, and
between-level coaching. The game uses an instant feedback
system as well as hints. The results of a user study show


https://creativecommons.org/licenses/by-sa/4.0/
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2 Related Work

Learning games can
also improve
performance for
non-novice users.

Répke et al. [2022]
show that game
mechanics on higher
levels in BRT offer
more insights.

Narratives have little
to no effect towards
increased learning
gains.

that people who play the game perform better than those
who use other learning materials.

Similarly, CJ et al. [2018] designed an anti-phishing game
Phishy and evaluated it with tech-savvy users. They also
use a binary decision game mechanic where players have
to decide if a URL is phishing or not. They use a story-
based concept, a progressive level design, learning tips, and
feedback to enhance learning further. Their evaluation with
tech-savvy enterprise users shows that the game improves
phishing identification (in correctness and confidence) and
is more engaging than other learning methods.

Both examples of Anti-Phishing Phil and Phishy are located
on the lower end of the cognitive process dimension (i.e.,
simpler) in Bloom’s Revised Taxonomy (remember). While
recognition is a sufficient educational goal for them, Ropke
et al. [2022] explored if higher levels on the cognitive pro-
cess dimension in Bloom’s Revised Taxonomy can further
improve performance. They tested two game mechanics
on higher levels: one on an analyze level and one on a create
level. Their results show that while there is no significant
improvement in performance, both game mechanics on the
higher levels offer more insights into the decision-making
process and, thus, more feedback and information for the
researchers.

Another aspect of learning games is the usage of a story
or narrative. Clark et al. performed a systematic review
and meta-analysis of digital learning games to analyze the
impact of various factors on learning. This included the
relevance and depth of a narrative. A story that is closely
tied to the game mechanics is relevant, whereas a story that
wraps around and does not affect the gameplay is irrele-
vant. Their results show that the use of irrelevant stories
can lead to greater learning gains (significant if looked at
individually but insignificant if combined with other fac-
tors such as realism and variety of game mechanics). Re-
garding the depth of a story, no story or a thin story (i.e.,
setting, scenery, or context) has a significant effect on learn-
ing gains. In contrast, medium stories (i.e., stories evolving
over time) show a slight adverse effect. Clark et al. note
that this might be because a too rich story might distract
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from learning. They further note that their results only
consider learning outcomes. Stories make the game more
engaging. This was similarly confirmed by Jemmali et al.
[2018] that stories do not positively affect learning out-
comes but improve motivation and engagement.

There is also a board game that focuses on learning about
dark patterns with a focus on privacy called The Dark
Pattern Game [Tjostheim et al., 2022] based on the work
of Nyvoll [2020]. This game is targeted towards older
teenagers and played in groups of three to five people. The
goal is to set up a new phone with a list of apps while try-
ing to share as little data as possible. However, their evalu-
ation shows that playing the game had only partial success
in players being more knowledgeable or understanding of
dark patterns. Yet, players with higher previous knowl-
edge performed better in the game.

Narratives improve
motivation and
engagement.

A dark pattern
learning board game
showed little
improvements in
increasing
knowledge.
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Chapter 3

Exploring Game
Mechanics

Because we are creating a learning game, we had to care-
fully plan the game mechanics and find the right balance
between game elements and learning goals. Therefore, to
understand what game mechanics are suitable for a dark
pattern learning game, we decided to begin with a pre-
liminary user study to investigate the strengths and weak-
nesses of different game mechanics and which are preferred
by users.

This chapter presents the design and evaluation of this pre-
liminary user study. In Chapter 3.1, we describe the design
of the study and the general considerations and decisions of
the study design. In Chapter 3.2, we present the results of
the study as well as an evaluation of them and discuss what
these results mean for the creation of our learning game.

3.1 Methodology

This section describes the design and procedure of the pre-
liminary user study. This includes an explication of the se-
lection of the game mechanics tested within this study.

Before we can create
a dark pattern
learning game, we
have to test which
game mechanics are
well suited.
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3 Exploring Game Mechanics

We defined the goal
of our learning game
that players gain
confidence in
recognizing dark
patterns.

Binary decision
games don't offer
enough feedback

and are susceptible
to guessing.

3.1.1 General Considerations

As a first step, we defined the goals and learning objec-
tives for our dark pattern learning game. The primary goal
of previous examples (e.g., Anti-Phishing Phil [Sheng et al.,
2007] or Phishy [C] et al., 2018]) is to raise awareness. How-
ever, we determined that raising awareness would not be
the primary goal of a dark pattern learning game. A study
by Bongard-Blanchy et al. [2021] shows that even though
people might be aware of a “darkness” in an interface, they
still might not be able to resist the dark pattern. Further-
more, given the prevalence of dark patterns, their media
coverage, and attempts by UX practitioners to raise pub-
lic awareness [Brignull et al., 2023, Fansher et al., 2018],
we assume that most people who would play a dark pat-
tern learning game are already at least somewhat aware
of their existence. Instead, we determined that the goal of
our learning game should be for players to learn to better
recognize and, consequently, circumnavigate dark patterns.
Thus, they should gain increased confidence when interact-
ing with potentially manipulative websites.

In Bloom’s Revised Taxonomy (BRT) [Krathwohl, 2002]
recognition as a learning objective is on the lowest level of
the cognitive process dimension and the conceptual-level of the
knowledge dimension. A simple game mechanic for this can
be that users are presented with images of potential dark
patterns and have to decide whether or not they are. How-
ever, as Ropke et al. [2022] have shown with learning games
in phishing, this binary decision is not very well suited for
a learning game. This is mainly for two reasons:

1. It doesn’t offer enough insights into the player’s
decision-making process. Thus, it is difficult to detect
and correct any misconceptions.

2. With only a Yes-or-No decision, there is also a high
possibility of players just guessing correctly.
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Instead, Ropke et al. explored other game mechanics that
provide more feedback and use a higher cognitive process
dimension. The first one is an analyze game, where players
not only have to decide if something is phishing but also
what type of phishing it is. The second one is a create game,
where players have to construct their own phishing URLs.

We determined that the analyze game might also be well
suited for dark patterns. Furthermore, we already have tax-
onomies that include high-level categories for dark patterns
[Gray et al., 2018, Mathur et al., 2019] which we can use for
players to sort dark patterns into.

However, we didn’t want to use a create game for two rea-
sons: Firstly, the task of creating dark patterns does not
offer much more insight into the player’s decision-making
process while at the same time increasing the complexity of
the game. Secondly, we don’t want to teach people how to
create dark patterns'. While they might also be able to rec-
ognize dark patterns better, the knowledge of how to create
them is not required.

Instead, we considered game mechanics on an evaluate level
on Bloom’s Revised Taxonomy. We determined that a game
mechanic where players would have to find a dark pat-
tern on a website (in addition to categorizing it) would be
on the evaluate level. Additionally, we considered a game
mechanic where the player is once again presented with a
website and has to find all dark patterns that are used by
the website. This is also on the evaluate level on the cogni-
tive process dimension, where the player would additionally
have to judge if they found all dark patterns. This game me-
chanic also quite closely represents a real-world scenario.

Based on these considerations, we decided to use the fol-
lowing three game mechanics in the study:

"We confirmed that this was indeed the correct decision when we had
to design our own websites with dark patterns for the preliminary study
and the learning game prototype. It did not increase our understand-
ing of dark patterns, but coming up with dark pattern designs certainly
brought out an evil side.

Game mechanics on
a higher cognitive
level offer more
feedback and
insights.

We didn’t want users
to create dark
patterns.

We came up with two
game mechanics on
an evaluate level
where users have to
find dark patterns.
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3 Exploring Game Mechanics

We came up with
three game
mechanics to test in
the study: CLASSIFY,
SINGLE-SPOT, and
MuLTI-SPOT.

We use Mathur

et al.’s seven
high-level categories
for the study.

1. CLASSIFY GAME?: Participants are presented with an
image that may or may not be a dark pattern. They
have to decide what category it belongs to. This is
identical to the analyze-game by Ropke et al. in phish-
ing.

2. SINGLE-SPOT GAME: Participants are presented with
a complete website that contains precisely one dark
pattern. Participants have to find and categorize it.

3. MULTI-SPOT GAME: Participants are presented with
a complete website that contains zero to n patterns.
The number of dark patterns is unknown to the par-
ticipants. They have to find and categorize all of
them.

Another consideration was what categories to choose for
our learning game. Both Gray et al. [2018] and Mathur et al.
[2019] provide superordinate categories for dark patterns
that are suitable for this study. We decided to use Mathur
et al.’s seven categories for this study, mainly because their
categories were created in the context of shopping websites.
Since there is a higher potential for financial harm, prepar-
ing users specifically for these categories seems useful. Fur-
thermore, those categories more specific to shopping web-
sites (urgency, social proof, and scarcity) were the most com-
mon occurrences of dark patterns in Mathur et al.’s dataset.

With this study, we aim to answer the following research
questions:

RQ-1: Are users able to differentiate between the three game
mechanics?

RQ-2: How do users change their approach for each of the
game mechanics?

RQ-3: Is there a user preference for a certain game me-
chanic?

*This game mechanic is possibly named somewhat ambiguous con-
sidering that classify is also the name of an educational objective in BRT
on a recognize-level. However, this game mechanic is, in fact, on the ana-
lyze level with a determine-objective.
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3.1.2 Study Design

We designed the study as a within-subjects experiment. Ev-
ery participant played each of the three game mechanics.
We used a balanced 3x3 Latin square to counterbalance any
order effects to determine the order of three game mechan-
ics [Lazar et al., 2017]. Since we had an odd number of
conditions, this yielded six different orders [Bradley, 1958].

Design of Dark Pattern Mock-ups

We decided to create custom made-up websites for this user
study to avoid influencing participants because they might
recognize a particular website or brand and hence might be
prejudiced.

The CLASSIFY game consisted of 14 images of dark patterns
(two each for every category from Mathur et al.) and two
images of elements that were not dark patterns. As de-
scribed in Chapter 3.1.1, the CLASSIFY images were just im-
ages of the dark pattern itself and did not include any sur-
rounding website or context. The two images without dark
patterns were a clean cookie consent banner conforming to
the GDPR and an image of a countdown that indicated the
beginning of a sale and should, therefore, not be urgency.

Similarly, we created 14 images of complete websites for
the SINGLE-SPOT game that contained precisely one dark
pattern (again, we used two images for every category from
Mathur et al.). We created four major themes for this: a
hotel booking website, an online shop for tech products, a
food delivery service, and an event ticket shop.

We created nine images of complete websites for the
MULTI-SPOT game. They used the four themes from the
SINGLE-SPOT game and two additional website designs (a
museum ticket shop and another online shop with a more
dubious design). Like the other two game mechanics, we
included every dark pattern at least twice and varied the
number of dark patterns per website: two websites used
no dark patterns, one used one, two used two, one used

We designed a
within-subjects study
counterbalanced by
using a Latin square.

We created custom
mock-ups for the
study.

Both CLASSIFY and
SINGLE-SPOT tested
each dark pattern
category twice.
Classify included two
additional images
without dark
patterns.

For MULTI-SPOT, we
included each
category of dark
patterns at least
twice and varied the
number of dark
patterns per mock-up
between 0 and 5.
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The questionnaire
consists of three
parts: one before the
study, one after each
condition, and one at
the end of the study.

The pre-study
questionnaire
gathers
demographics and
self-reported
experience and
confidence with dark
patterns.

The second part of
the questionnaire
gathers usability and
game mechanic
related information.

three, and one used four. The other two designs included
one element each that we considered a gray area as men-
tioned in Mathur et al.’s limitations (those had either one
or two dark patterns and four or five dark patterns).

Figure 3.1 shows an example each for the CLASSIFY game
design of images of dark patterns without the entire web-
site and MULTI-SPOT game of full website designs.

Questionnaire

In this section, we describe the considerations and deci-
sions that went into creating the questionnaire for this user
study. The complete questionnaire is available in Appendix
Al

We divided the questionnaire into three parts. The first part
consists of the informed consent form and a demographics
questionnaire that participants filled out before the study.
The second part consists of questions regarding each game
mechanic and was filled out immediately after playing the
respective game mechanic. The third and final part is a
ranking across all three game mechanics that participants
filled out at the end of the study.

The first part of the demographics questionnaire consists
of questions about the general demographic background of
the participants. This includes age, gender, occupation or
field of study, and the highest achieved academic degree.
Additionally, it includes a question about their daily inter-
net and social media usage. The second part of this demo-
graphics questionnaire consists of two questions to assess
their experience and confidence in spotting dark patterns.
While those two self-reported metrics are less reliable or
comparable among participants, we nevertheless included
them for a pre-study and post-study comparison.

To evaluate each game mechanic, we started by looking at
literature in that area. There are questionnaires specifically
designed to evaluate games [Calvillo Gamez, 2009]. How-
ever, their scope goes well beyond what we were looking
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(a) Example of a CLASSIFY game design for misdirection. It only shows the dark pattern
without the rest of the website. Participants have to decide which category it belongs to.

Virtual Reality Headset $749
Excludes a $29 packaging surcharge.
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Available in three colors and with optional carrying case.

Club members get an exclusive 10% discount on almost everything. Club membership is $12.99/month paid subscription, billed annually.

(b) Example of a full website design based on an online shop used in MULTI-SPOT. This
design includes sneaking, scarcity, and misdirection. Participants have to circle and classify
all dark patterns that they can find.

Figure 3.1: Two examples of designs that we used during the study: (a) shows only
a part of a website whereas (b) shows the complete website. All image assets are
royalty-free from Pixabay” with a full list and credits available in Appendix A.3.
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The post-study
questionnaire
contains a ranking
across the three
game mechanics and
a self-evaluation of
the performance
during the study.

for during this study (e.g., they evaluate graphics, sound
design, immersion, etc.). Instead, we followed the recom-
mendations by Olsen et al. [2011] for usability testing in
early game development: Firstly, they recommend keeping
the questionnaire as short as possible while still collecting
all necessary data to not unnecessarily prolong the study.
Secondly, they suggest using a mixture of questions from
the SUS [Brooke, 1996] and the QUIS [Chin et al., 1988] to
evaluate usability in the early stages of game development.
Therefore, we combined game mechanic related questions
from Calvillo Gamez [2009] with general usability ques-
tions for this part of the questionnaire. We also included
text boxes to write down the strengths and weaknesses of
the game mechanic as well as any additional thoughts or
suggestions.

The final part of the questionnaire consists of a preference
ranking across all three game mechanics specifically de-
signed to answer RQ-3. The ranking is across similar ques-
tions as in the second part (challenge, fun, frustration, and
satisfaction) [Calvillo Gamez, 2009], but also an overall ques-
tion. We also included a text field for participants to explain
the main reason behind their number one overall pick. Ad-
ditionally, there is a single-choice picker for what game
mechanic participants believe to be best suited to teach
them about dark patterns with a justification text field. Fi-
nally, there is the post-study question regarding their confi-
dence. Here, the questionnaire mirrors the pre-study ques-
tion from the demographics part on their confidence in
spotting dark patterns, but we also added a question re-
garding their confidence that they have correctly identified
the dark patterns.

Procedure

Once our designed mock-ups and questionnaire were com-
pleted, we prepared a step-by-step outline of our study
setup and procedure and performed a test run of it. Based
on the results and feedback from this test run, we slightly
adjusted the study like this:
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The study setup consisted of the following parts:

¢ The printed-out informed consent form and question-
naire for participants to fill out.

¢ Printed out example images for each category of dark
patterns (that we did not use in images during the
three games).

¢ A printed-out list of all categories of dark patterns
with a short explanation of each that participants
could look at during all three games, similar to how
the categories were always visible in the classify-game
by Ropke et al. in their phishing game. We also in-
cluded the special category "It is a dark pattern, but I'm
not sure which one” in this list.

* AniPad Pro that we used to present the images of our
dark pattern designs and where participants could
freely draw with an Apple Pencil.

e An overhead camera that we used to film the inter-
actions on the iPad (so that we could later measure
some timing-related data as to where participants
hesitated) and record audio that we could later tran-
scribe.

¢ A laptop to take notes on during the study for a semi-
structured interview at the end.

Based on our test run, we estimated that the duration of the
study would be between 40 to 60 minutes.

Before we started with the study, we presented participants
with the informed consent form and the first half of the de-
mographics questionnaire. Once they had filled out both,
we started the recording on our camera.

We then asked them whether they had any idea what dark
patterns are and if they could explain them to us. We would
then either correct any misconceptions, if there were any, or
explain dark patterns to them. We used this technique to
get all participants to the same base level of understanding
of what dark patterns are.

The apparatus for
the preliminary study.

Participants
consented to a
recording of their
actions during the
study.
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We explained the
taxonomy used in the
study with one
example each.

We explained how
each game mechanic
is supposed to be
played.

We did not use
think-aloud to avoid
the additional
cognitive burden.

Afterward, we asked participants to fill out the second half
of the demographics questionnaire with the self-reported
dark pattern related questions. We would then continue
explaining the different categories of dark patterns we used
throughout the study with our example images and invite
them to ask any questions. Once we had showcased all cat-
egories and there were no more questions, we would re-
place the example images with our list of categories instead
to avoid any pattern matching with the study images.

In the next phase of the study, we played each of the three
game mechanics with the participants in the order specified
by our Latin square. The following steps are repeated for
each of the game mechanics:

Firstly, we explained the rules of the game. We explained to
the participants what they were supposed to do. We spec-
ified that due to the study design, we would not provide
any feedback on whether their spotting of dark patterns or
classification was correct. We stressed, however, that this
would be part of a future game and that we did this be-
cause we wanted to minimize learning effects throughout
the study.

Then we let participants play the game at their own pace.
We specifically did not ask them to do think-aloud since we
wanted to avoid the additional cognitive burden [Zhang
and Zhang, 2019, Olsen et al., 2011]. However, we also
did not stop them if they did so on their own. Further-
more, if we took note of something during the study where
we wanted to understand the decision-making process, we
would follow up on that after the study during a short in-
terview where we asked the participants to explain their
thought process in a retrospective think-aloud.

Once they had completed the game, we asked them to fill
out the questionnaire for the respective game mechanic and
then continued with the next game mechanic.

After participants had completed all three game mechanics,
we asked them to fill out the final part of the questionnaire,
where they should rank the three game mechanics and pick
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the game mechanics that they believed to be best suited to
teach people about dark patterns.

Finally, we concluded the study with a short, semi-
structured interview where we specifically asked questions
to answer our RQ-1 and RQ-2: if participants were able to
differentiate between the three game mechanics and how
they changed their approach. But we also followed up on
any questions that arose during the study.

3.2 Results & Evaluation

We conducted our user study over the course of two weeks.
We then digitized the questionnaires, transcribed the au-
dio recordings, and combined this with the qualitative data
from the questionnaires and our notes during the study. We
coded the qualitative data using MAXQDA?3. In the follow-
ing section, we present the results of our study and evaluate
those results.

3.2.1 Demographics

The Latin square yielded six permutations for our three
game mechanics that we each tested twice. We conducted
the study with 12 university students (7 female, 4 male, 1
divers). The participants’ age ranged from 19 to 27 years
(M=23.8, SD=2.4).

Seven of our participants had a technical background (com-
puter science, engineering) as their current field of study.
Five participants had a non-technical background (eco-
nomics, musicology). Six participants had a high school
diploma, four a Bachelor of Arts, and two a Bachelor of Sci-
ence as their highest academic degree.

58% said that they spend between 3 and 5 hours online or
on social media every day. 25% reported more than five

3https:/ /www.maxqda.com [Accessed: Dec. 17, 2023]

We concluded the
study with a
semi-structured
interview to gather
more qualitative
data.

We conducted the
study with 12
university students.

Participants were a
mix of majors and
Bachelor’s and
Master’s students.
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We gathered
quantitative and
qualitative data
during the study.

hours per day and 17% between 1 and 3 hours per day. The
self-reported experience with dark patterns on a 5-point
Likert scale was M=3.1 (SD=0.8, on a scale from 1 to 5).
Likewise, the self-reported confidence that they would be
able to spot dark patterns on a 5-point Likert scale was
rated at M=3.75 (SD=0.75).

3.2.2 Data Analysis

We gathered a variety of different data types. The question-
naire itself already included both quantitative and quali-
tative data. We also gathered additional qualitative data
from our notes during the study, the interviews afterward,
and the transcribed audio. Furthermore, we measured tim-
ings and error rates for each game mechanic and every cate-
gory of dark patterns as more quantitative data. While they
were less relevant for the evaluation of the game mechan-
ics, those data were essential for refining our learning goals
and fine-tuning our learning game prototype as described
in Chapter 4.

In the following sections, we analyze both quantitative and
qualitative data individually before drawing overall con-
clusions.

Quantitative Analysis

For the quantitative analysis, we used Numbers* spread-
sheets for descriptive analysis and Python® for further anal-
ysis.

We start by analyzing the quantitative data for each game
mechanic. Figure 3.2 shows the results for the nine ques-
tions from the questionnaire where participants were asked
to rate aspects of the game mechanic on a 5-point Likert
scale on a scale from 1 (strongly disagree) to 5 (strongly
agree). The complete data are available in Table A.1.

*https:/ /www.apple.com/numbers/ [Accessed: Dec. 17, 2023]
*https:/ /www.python.org [Accessed: Dec. 17, 2023]
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Figure 3.2: This figure shows the results of the questions for each game mechanic
of our questionnaire. It shows the arithmetic mean and 95% confidence interval for
every question and game mechanic. While there are only little differences across all
questions, the results show a tendency that MULTI-SPOT was generally rated best
in enjoyment (Q4), engaging (Q5), varying (Q6), and suitability for a dark pattern

learning game (Q9).

Participants rated that the game had a clear goal (Q1)
and that it was intuitive (Q2) very highly (M>4.4 for each
game mechanic in both questions). None of the game me-
chanics was rated too challenging or difficult (Q3), though
MULTI-SPOT was rated slightly more challenging than the
other two game mechanics. Participants rated the per-
ceived enjoyment while playing the game (Q4), engaging
gameplay (Q5), and varying and interesting tasks (Q6) as
high for each game mechanic. However, while the differ-
ences in means are small, SINGLE-SPOT was rated slightly
better than CLASSIFY, and MULTI-SPOT was rated even
better than SINGLE-SPOT for all three categories. Frus-
tration during the gameplay (Q7) and after completing
the game (Q8) was rated very low, with minimal differ-
ences between the three game mechanics. The last ques-
tion was whether participants believed that the game me-
chanic is suitable to learn about dark patterns (Q9). While
all three game mechanics were rated positively in this re-
gard, MULTI-SPOT (M=4.3, SD=0.65) was rated slightly bet-
ter than SINGLE-SPOT (M=3.9, SD=0.9), which in turn was
rated slightly better than CLASSIFY (M=3.67, SD=0.65).

In the first part of the Ouverall questionnaire at the end of
the user study, participants ranked the three game mechan-
ics in the categories challenge (from 1 = most challenging to
3 = least challenging), fun (from 1 = most fun to 3 = least

MULTI-SPOT was
generally rated best
in enjoyment (Q4),
engaging (Q5),
varying (Q6), and
suitability for a dark
pattern learning
game (Q9).

Participants ranked
all three game
mechanics in five
different aspects.
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Figure 3.3: We asked participants to give a preference ranking across all three game
mechanics (CLASSIFY, SINGLE-SPOT, MULTI-SPOT) in the categories “challenge”,
“fun”, "frustration”, "satisfaction”, and "overall”.

fun), frustration (from 1 = least frustrating to 3 = most frus-
trating), satisfaction (from 1 = most satisfying to 3 = least
most satisfying), and overall (from 1 = best to 3 = least best).
The results of this question are visualized in Figure 3.3.

For challenge, fun, and overall, there is a clear indication for
the first choice and the last choice. There is a clear first
choice for frustration and satisfaction, but the second and
third choices are more ambiguous.

MULTI-SPOT was 75% of participants rated MULTI-SPOT as the most challeng-
ranked best in all ing and 92% rated CLASSIFY the least challenging. Simi-
categories except larly, 67% rated MULTI-SPOT the most fun and 83% rated

frustration. CLASSIFY the least fun. 83% rated CLASSIFY the least frus-

trating, while 50% rated MULTI-SPOT and 42% SINGLE-
SPOT the most frustrating. Likewise, 75% rated MULTI-
SPOT the most satisfying while 42% each rated CLASSIFY
and SINGLE-SPOT the least most satisfying. For the overall
best game mechanic, 75% rated MULTI-SPOT the best and
75% rated CLASSIFY the least best.

MULTI-SPOT is Furthermore, participants were asked which game me-
considered best chanic they believed could teach them the most about dark
suited for learning patterns. 10 of our 12 participants picked MULTI-SPOT and

about dark patterns. one participant each picked CLASSIFY and SINGLE-SPOT.
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Figure 3.4: When we analyzed the times to complete each
task, we observed noticeable differences for MULTI-SPOT.
Therefore, we considered the position that the game me-
chanics were played at and found out that MULTI-SPOT
took approximately twice as long when played first.

During the user study, when specifying the tasks, we
told our participants to perform the tasks at their own
pace. We did so because we didn’t want to induce addi-
tional stress or time pressure. However, we did measure
the time that participants took per game mechanic. The
CLASSIFY game was completed the fastest (M=5.5, SD=1.3),
followed by SINGLE-SPOT (M=6.6, SD=0.7) and MULTI-
SPOT (M=9.7, SD=4.4). However, the comparably high
standard deviation in MULTI-SPOT was interesting.

Therefore, we compared the times for the three game me-
chanics based on the order in which they were played. The
results (see Figure 3.4) show that MULTI-SPOT took consid-
erably longer to complete if it was the first game mechanic
that the participants played. More precisely, it took approx-
imately twice as long compared to when it was played as
the second or third game mechanic. This is especially inter-
esting as neither CLASSIFY nor SINGLE-SPOT had a com-
parable difference between conditions. On the contrary,
CLASSIFY even took longer when played second or third.
We will try explaining this in Chapter 3.2.3 and draw con-
sequences from this for our game design.

CLASSIFY was
completed the
quickest whereas
MULTI-SPOT took the
longest.

Participants spent
more time with
MULTI-SPOT,
especially if it was
the first condition.
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Figure 3.5: The success rates for each category of dark patterns in the preliminary
study. Because many participants mistook scarcity or social proof for urgency, which
Gray et al. [2023] combined in one superordinate category (social engineering), we
also included this as the combined success rate for all three.

The difference in Finally, we analyzed how successful participants were in
detection success correctly identifying the different categories of dark pat-
rate between the terns. Firstly, there is little difference between the three
three game game mechanics. CLASSIFY was the best with 79.9% suc-
mechanics is cessful identification, followed by MULTI-SPOT with 77.2%
marginal. and SINGLE-SPOT with 74.6%.
Social engineering There are, however, more noticeable differences between
dark patterns were the categories of dark patterns. This reflects the results
detected most from the questionnaire of Bhoot et al. [2021] that users
accurately. recognized certain dark patterns more easily than others.

The results of our study are visualized in Figure 3.5. Our
results show that urgency (94%), social proof (84%) and
scarcity (83%) were identified most successfully. This ef-
fect is even stronger when we consider that most partici-
pants who made mistakes in one of those categories mis-
took either scarcity or social proof for urgency. Since Gray
et al. [2023] combine these three categories into one (social
engineering) in their ontology, we also analyzed the success
rate for them combined, which results in 99%.

There is a high Both sneaking and forced action were correctly identified 77%
number of false of the time, followed by obstruction (73%) and misdirec-
positives. tion (69%). The designs with no dark patterns, however,

were only correctly identified at 66%. This high number of
false positives can be related to participants expecting dark
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patterns in a dark pattern user study and thus trying to find
a matching dark pattern even if none existed.

Qualitative Analysis

For the qualitative analysis, we followed the approach by
Braun and Clarke [2006] and Saldafia [2021]. We used
MAXQDA to aggregate the data from the questionnaires,
the study notes, and the semi-structured interviews. We
then coded the data and performed a thematic analysis on it
[Braun et al., 2019]. The codebook is available in Appendix
A4

One aspect was criticized across all three game mechan-
ics. Even though we specifically informed participants that
there would be no feedback due to the design of the study;
this was commonly criticized both during the study and in
the questionnaires.

Concerning the individual game mechanics, the data from
the questionnaire match what we had witnessed during the
study. Participants liked CLASSIFY for its faster pace and as
a way to get many examples of dark patterns. However,
they criticized that it lacks realism, and the missing context
makes it harder to correctly judge the intent of certain ele-
ments as to whether or not they are indeed manipulative.

While SINGLE-SPOT fixed the missing context issue, partic-
ipants still criticized a lack of realism. Furthermore, having
precisely one dark pattern made it more predictable. How-
ever, they appreciated that it allowed them to really focus
on individual elements.

Since MULTI-SPOT was clearly ranked best overall and as
the best-suited game mechanic for learning about dark pat-
terns (see Chapter 3.2.2), we will describe its feedback in
more detail:

37
We coded the
qualitative data with
MAXQDA and

performed a thematic
analysis.

Lack of feedback was
most often criticized.

CLASSIFY was
praised for its faster
pace but criticized for
its lack of context.

SINGLE-SPOT
provides context but
still lacks realism.
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MULTI-SPOT offers
realism and more
challenges.

MuLTI-SPOT allows
players to reflect on
intentions behind Ul

elements.

MULTI-SPOT has
more false positives.

The uncertainty of
MULTI-SPOT is more
controversial.

“The longer you look at a website, the more
blurry it gets what may be a dark pattern or not.”

—Participant 10

Participants treated and considered MULTI-SPOT more like
a detective game, searching and scanning for clues for dark
patterns. They liked the realistic look and gameplay of
MULTI-SPOT as it closely matches what they experience in
real life.

“You have to do more at the same time.”

—Participant 2

Another aspect that participants liked in MULTI-SPOT is
that the context of a game, while still closely resembling the
real world, allowed them to engage longer with the website
and hence allowed them to reflect more deeply on the inten-
tions behind individual elements and consider whether or
not they are deceptive. Some participants were aware that
this comes at the risk of more false positives.

“There is a cookie banner! They are always
manipulative!”

—Participant 5

However, about one third was less worried about false pos-
itives and indeed picked everything that could be consid-
ered mildly manipulative (e.g., a strikethrough previous
price next to the discounted price®) or not manipulative at
all (e.g., the clean cookie banner).

The open-ended aspect of MULTI-SPOT is more controver-
sial. About 66% of participants liked the uncertainty of not
knowing if they were finished. The other third of partici-
pants stated that they would have liked some sort of indi-
cation when there were no more dark patterns left.

®This is not something considered a dark pattern in Mathur et al.’s
dataset.
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3.2.3 Discussion

In this section, we discuss the results from our prelimi-
nary study and attempt to answer our research questions.
We also discuss the limitations of the study and its conse-
quences for our learning game prototype.

User Perception of Differences between Game Mechanics

The first research question was whether users are able to
differentiate between the three game mechanics and how
they perceive the differences between them.

We picked the three game mechanics to be on three differ-
ent levels of Bloom’s Revised Taxonomy with higher cogni-
tive demands for SINGLE-SPOT and MULTI-SPOT, respec-
tively. While participants were generally able to name dif-
ferences between the game mechanics in the post-study in-
terview, no one named differences in cognitive demand.

Interestingly, participants focused more on differences in
the “categorize” part of the game mechanic (that each game
mechanic offers) and did not consider the process of finding
the dark patterns (in SINGLE-SPOT and MULTI-SPOT) as a
real difference.

Instead, they often stated that CLASSIFY and MULTI-SPOT
are more similar because both have the option that some-
thing is not a dark pattern (CLASSIFY) or does not con-
tain any dark patterns (MULTI-SPOT). On the other hand,
SINGLE-SPOT always had one dark pattern, which made it
easier in the perception of our participants.

Changes in Gameplay

Our second research question was how users change their
approach for each game mechanics. Since the core concept
of CLASSIFY is part of the other two game mechanics, we
omit to discuss this individually.

Participants did not
perceive the
differences in
cognitive demand.

Participants focused
on differences in
categories.
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The clear exit in
SINGLE-SPOT is an
advantage and
disadvantage.

Participants tended
to second-guess
more elements in
MuLTI-SPOT.

MULTI-SPOT was
generally preferred
by our participants.

The higher difficulty
makes MULTI-SPOT
more frustrating but
also more satisfying.

One observation during the study was that SINGLE-SPOT
offers a clear exit. Except for one participant’, everybody
stopped looking at the website once they found one dark
pattern. While this makes sense from a “goal achieved”
point of view, problems arise if their choice was incorrect.
It reduces the time that participants spend thinking about
potentially manipulative elements or reflecting on the web-
site in general, especially compared to MULTI-SPOT.

As we already described in Chapter 3.2.2, MULTI-SPOT was
the complete opposite. The majority of our participants
pondered over almost every element trying to decide if it
could be a dark pattern. We believe that it is certainly
preferable from a learning game perspective that players
spend more time and possibly overthink and second-guess
certain elements instead of skipping over half the page. But
at the same time, it will be useful to at least limit the amount
of containers that players can select so they don’t get car-
ried away with their selection.

User Preferences & Suitability

The third research question was whether there is a user
preference for a certain game mechanic. Both the quan-
titative results from the questionnaire and the qualitative
results from the interviews show that all three game me-
chanics are generally well suited for a dark pattern learning
game.

However, there is a clear preference towards MULTI-SPOT.
It was rated the highest on the 5-point Likert scale that par-
ticipants filled out for each game mechanic regarding its
suitability. MULTI-SPOT was also ranked as the overall best
game mechanic by 75% of our participants.

While MULTI-SPOT was also rated the most frustrating
game mechanic, it was at the same time rated the most
satisfying and the most fun. This may seem contradic-
tory. However, the individual rating for frustration was

"This participant believed to have found two dark patterns which
confused them.



3.2 Results & Evaluation

41

still pretty low, and it was only ranked the most frustrating
compared to SINGLE-SPOT and CLASSIFY. We believe that
this might be caused by the slightly higher difficulty and
less guidance, which simultaneously explains the higher
rated satisfaction and fun with a greater feeling of achieve-
ment.

Limitations

One shortcoming in this study already became apparent
during the design of the mock-ups and was also mentioned
by some of the participants during the study. Static im-
ages lack the interactivity of a real website, which makes
it harder for participants to judge certain elements. How-
ever, this goes beyond just missing context or reduced real-
ism for the user. The designs of the dark pattern mock-ups
are static as well, which limits them in their expressiveness
for certain dark patterns (e.g., sneaking or obstruction often
use a multi-step approach that can’t be replicated with a
single image). Chen et al. [2023] use the terms static and dy-
namic dark patterns to differentiate between the two. And
while the former certainly works well in the design of our
study, the latter was more challenging to convey properly.
Thus, a learning game for dark patterns should offer at least
some level of interactivity to reflect dark patterns that ex-
ploit multiple steps properly.

The second big issue during the study was the lack of feed-
back. Even though we had told participants before the
study that there would be no feedback due to the study
design (with-in groups, learning effects), it was still criti-
cized by the majority of participants. While we had always
planned to use some sort of feedback system (which is also
successfully used by, e.g., Anti-phishing Phil [Sheng et al.,
2007], and Phishy [C] et al., 2018]), the comments during
and after the study made it clear that participants prefer in-
stant feedback to know whether or not their decisions were
indeed correct.

Missing interactivity
was an issue for
designing the
mock-ups and for
participants during
the study.

The number of
complaints about
lack of feedback -
though intentional for
the study - makes it
clear how important
it is to users.
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Feedback should
include an
explanation along
with the correct
answer.

MULTI-SPOT can be
more overwhelming
when played without

prior knowledge.

CLASSIFY or
SINGLE-SPOT could
be used as a tutorial.

An instant feedback system would also address the issue of
the higher number of false positives in MULTI-SPOT. For
this reason, feedback should include an explanation as to
why an element is a dark pattern or not. For instance,
for the cookie banner misconception, exemplary feedback
could be: "This cookie banner puts equal emphasis on the op-
tion to accept or to decline and conforms with the GDPR require-
ments. Therefore, it is not a dark pattern.”

Another issue is the task completion time as shown in Fig-
ure 3.3. When MULTI-SPOT was the first condition, partic-
ipants took considerably longer compared to it being the
second or third condition. Based on our observations, par-
ticipants were more thorough and examined almost ev-
ery element carefully before making a decision. Further-
more, when MULTI-SPOT was the first condition, partic-
ipants spent more time once they (unknowing to them)
had found all dark patterns to ensure they had not missed
something. This, too, was something that was less promi-
nent when MULTI-SPOT was the second or third condition.

This is not necessarily a bad thing. However, it also shows
that there is a considerable learning effect early on. Once
participants were familiar with the categories of dark pat-
terns and first examples, they were faster and more decisive
even when facing the uncertainty of MULTI-SPOT.

Four participants even suggested that CLASSIFY (3 partici-
pants) or SINGLE-SPOT (1 participant) would make an ex-
cellent tutorial for MULTI-SPOT. Advantages would be that
players would get a lot of examples early on, and the faster
pace would help them learn the taxonomy and prepare
players for MULTI-SPOT. This would also mitigate the tim-
ing issue discussed before and is certainly something we
will consider for the learning game prototype.
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Chapter 4

A Dark Pattern Learning
Game Prototype

The previous chapter focused on suitable game mechan-
ics for a dark pattern learning game. In this chapter, we
continue with a functional and playable prototype of said
learning game. We describe the requirements, design deci-
sions, and core mechanics of the learning game. The result-
ing game prototype is available under this link!.

Since MULTI-SPOT was the preferred game mechanic in our
preliminary user study, we will use it as the underlying
game mechanic for our learning game prototype.

4.1 Requirements

The requirements for the game are primarily defined by our
choice of MULTI-SPOT as the underlying game mechanic.

At least, the game needs to display a website that players
should investigate for dark patterns. Furthermore, there
needs to be a way for players to select areas of the website

'https:/ / git.rwth-aachen.de/i10/ thesis/ thesis-kevin-fiedler-dark-
pattern-game-mechanics

Players need to be
able to select parts of
the website and
categorize them.


https://git.rwth-aachen.de/i10/thesis/thesis-kevin-fiedler-dark-pattern-game-mechanics
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Feedback and
interactivity are
further requirements.

We built a
cross-platform game
to increase
availability.

We use React for the
game Ul and easy
content creation and
integration.

that are a potential dark pattern. Finally, there must be a
way for players to categorize their selection.

Additional requirements based on the results from the pre-
liminary study (see Chapter 3.2.3) are a solid feedback sys-
tem and some level of interactivity to support dynamic
dark patterns [Chen et al., 2023].

4.2 Platform & Engine

One of the more important aspects of our learning game
is availability. With the goal of educating people about
dark patterns, it is certainly desirable to reach as many peo-
ple as possible. As such, a cross-platform game was a logi-
cal choice. Here, we considered different options such as
Godot?, a cross-platform game engine suitable for 2D and
3D games. Or a web app using Next.js® and React* that is
playable from any modern browser.

Because part of our game already is a website, it made sense
to also develop the surrounding game with React and, by
doing so, directly expose the dark pattern elements from
the website to the game. The idea is to mark elements in
the dark pattern website with certain classes to indicate that
they are a dark pattern. This makes content creation and
integration very easy, which is beneficial for extending the
game with additional levels in the future.

Furthermore, with React we can build modular elements as
building blocks to recreate different versions of the same
website for increased replayability. For instance, we have
created multiple versions of cookie banners, either with or
without dark patterns, that can be reused for every website.
Furthermore, existing building blocks like this allow for the
creation of new content even faster.

*https:/ /godotengine.org [Accessed: Jan. 2, 2024]
*https:/ /nextjs.org [Accessed: Jan. 2, 2024]
*https:/ /react.dev [Accessed: Jan. 2, 2024]


https://godotengine.org
https://nextjs.org
https://react.dev

4.3 Narrative

45

4.3 Narrative

The role of a story or narrative in learning games has
been studied quite extensively [Jemmali et al., 2018]. Even
though stories in learning games have not been shown to
increase learning performance [Adams et al., 2012], Jem-
mali et al. still recommend the use of narrative elements
to increase engagement with the game, which may result
in improved learning.

We decided to theme the game around the “Dark Pattern De-
fense Force” (DPDF), a fictitious agency dedicated to fight-
ing against dark patterns. The player assumes the role of
the newest recruit to that agency, which is expressed during
the tutorial in the style of text-based communication with
their new boss.

Over the progression of the game, the player will climb the
metaphorical career ladder from DPDF Trainee all the way up
to DPDF Director based on their performance in the game.
This is an additional incentive system to further increase
motivation and engagement [Plass et al., 2015].

Furthermore, the styling of the user interface supports
these story elements. For instance, players work on con-
tracts (i.e., levels), and task descriptions are also written in
the style of a work directive.

4.4 Game Mechanics

The game is divided into two segments: the tutorial and
regular levels. The tutorial has to be completed in order to
unlock the regular levels, which contain sub-tasks and can
be played in any order.

Story-based
elements are
recommended to
increase
engagement.

The player assumes
the role of newest
recruit in the fictitious
Dark Pattern
Defense Force.

For game
progression, the
player climbs up a
career ladder.

The design of the Ul
fits the narrative.
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We use Gray et al.’s
six high-level
patterns as
categories.

The tutorial explains
each category with a
brief example.

We use the
CLASSIFY game
mechanic to test the
player’s knowledge.

The game Ul is kept
minimalistic so
players can focus on
the content.

4.4.1 Tutorial

The tutorial itself consists of two tasks. The first one intro-
duces the topic of dark patterns and their taxonomy. Based
on the results of the preliminary study (especially regard-
ing the error rate in Chapter 3.2.2), we decided to use the six
high-level patterns from the ontology by Gray et al. [2023]°.

Each high-level pattern is explained with one example and
lists further specific cases (i.e., meso-level or low-level pat-
terns). Limiting this part to one example was a deliberate
choice not to make the tutorial too long and tedious.

This first task in the tutorial also includes the story element
described in Chapter 4.3 and instructions on how to play
the upcoming levels.

The second task in the tutorial uses the CLASSIFY game
mechanic from the preliminary study to give new players
the opportunity to test their knowledge and to familiar-
ize themselves with the taxonomy and the gameplay. We
included this based on the feedback from the preliminary
study (see Chapter 3.2.3).

The design of the CLASSIFY game is shown in Figure 4.1.
We kept the game user interface as minimal as possible to
allow players to focus on the content of the game. The main
view shows a single page element with a potential dark pat-
tern. Once the player selects a category at the bottom of
the sidebar, the correct answer and an explanation will be
shown. It also unlocks the next example at the bottom of
the page.

Besides the list of categories, the sidebar also shows the
elapsed time and the current score. The scoring system will
be explained in more detail in Chapter 4.4.4. Similarly to
the preliminary study, the categories include the options
“"None” (exclusive for the tutorial) and “I'm not sure” (avail-
able in the tutorial and the regular game). The category

’At the time of building the learning game and the user study, only
the draft version of the ontology was available. Therefore, any updates
to the taxonomy, such as nagging being moved from a high-level pattern
to the meso-level of forced action are not considered hereinafter.



4.4 Game Mechanics

47

Does this contain a dark pattern?

Subscribe to our newsletter?
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Figure 4.1: The design of the tutorial based on the CLASSIFY game mechanic. Play-
ers are presented with a series of potentially manipulative website elements and
have to choose what category of dark pattern they belong to in the sidebar.

buttons further include little info icons that display a tooltip
containing a short explanation about the sort of dark pat-
terns they describe when hovered.

After the player completes all examples in the CLASSIFY
game, they unlock the main game but can also revisit the
tutorial anytime.

4.4.2 Main Game

The main game uses the MULTI-SPOT game mechanic as
discussed in Chapter 3.2.3. The game user interface is very
similar to the one from the tutorial game (see Figure 4.2).
However, the sidebar now shows a button to enable the
“Dark Pattern Magic Wand”, which is key to the gameplay.
When enabled, the cursor changes to a magic wand icon
and when moving over the website in the center, it high-
lights the currently hovered container in red.

Regular levels extent
the tutorial gameplay
with a magic wand
that highlights
elements on the
website.
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0

/ Dark Pattern Magic Wand

Join now and save big!

Figure 4.2: The design of the main game is based on the MULTI-SPOT game me-
chanic but intentionally similar to the one used in the tutorial (Figure 4.1). The
sidebar now offers a way to enable the Dark Pattern Magic Wand that players use to
select manipulative elements on the website on the left.

0:49

Score: 0

/ Dark Pattern Magic Wand

HoTeLAND

Categories of Dark Patterns
Nagging
Obstruction

Sneaking

[ ® Breakfast ] [ @ Private Parking ] [ @ Free WiFi ] [ # Fitness Center ] [ @ Non-smoking Rooms ] Interface Interference

Forced Action
Cookie Consent

By ciicking "Accept AI' you agree to the use of analyti i i i i ) Accopt Al Social Engineering
and from HoteLand LLC and other

i ‘websites, ke or ¥
preferences here. I'm not sure

Figure 4.3: In this stage, the player has selected a potentially manipulative element
on the website on the left and the category buttons have appeared in the sidebar.

When the player clicks on the highlighted container, the
category buttons appear (see Figure 4.3) and they can pick
a category for the dark pattern. The categories include the
“I'm not sure” answer but omit “None” as an answer since
players can simply unselect the container if they change
their minds.
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To address the issue of dynamic dark patterns (Chen et al.
[2023]) that only become apparent over multiple steps or
pages (which was one shortcoming of the static images
used in the preliminary study), the game supports mul-
tiple pages where players can freely navigate between at
the bottom of the screen. Initially, all but the first page
are locked and players need to unlock them by finding the
corresponding element on the website. When they hover
over such an element, the cursor changes to an unlocked
lock icon and the page is permanently unlocked. For exam-
ple, in Figures 4.2 and 4.3, this is used to dismiss the alert.
Actually dismissing the alert would prevent players from
interacting with it again if it included a dark pattern they
wanted to select. With the multi-page support, they can go
back and revisit the alert at any time.

For this prototype, we included two groups of levels with
two and three levels each. One is the order process of a
smartphone online shop in two designs. The first level is
free of dark patterns, and the second level (Figure 4.4a) uses
interface interference, sneaking, and social engineering in an at-
tempt to upsell.

The other levels are three different pages of a hotel booking
site: a listing page (Figure 4.4b) that heavily uses social en-
gineering and sneaking, a booking page (as shown in Figures
4.2 and 4.3) that uses nagging, interface interference, sneaking,
and social engineering and a newsletter unsubscribe page
that uses obstruction and interface interference to discourage
the user from unsubscribing.

4.4.3 Feedback System

The results of the preliminary study made it very clear that
players wanted and needed proper feedback. Therefore,
we carefully designed the feedback system to be informa-
tive and yet not hinder gameplay. When a player selects a
category of dark patterns, the game presents an overlay as
instant feedback showing whether their choice was correct,
along with a short explanation. If the answer is incorrect, it
also names the correct category.

Dynamic dark
patterns are
supported with
multiple pages within
a level.

Two levels are
themed around a
smartphone online
shop.

The other three
levels are themed
around a hotel
booking site.

The game provides
instant feedback and
explanations.
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SMARTSHOP24
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(both from SmartShop24 and other trusted partners) that help decide which products to show you on and off our site, measure the audience visiting our websites,

and enable you to like or share things directly on social media. You can also customize your preferences here. Refuse Non-Essenta

(a) One design of an online smartphone shop that tries to upsell the phone offered.
Amongst others, it uses the most expensive options (as preselection) and a hidden sub-
scription for premium insurance.
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ot Findly ¥ Broakfostincluded .
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Cookie Consent

By clicking "Accept All, you agree to the use of analytical cookies (used to gain insight on website usage and to improve our site and Accept All Cookies
services) and tracking cookies (both from HoteLand LLC and other trusted partners) that help decide which products to show you on

and off our site, measure the audience visiting our websites, and enable you to like or share things directly on social media. You can
also customize your preferences here.

Refuse Non-Essential Cookies.

(b) The design of a hotel listing site that uses urgency and scarcity to rush the visitor into
making a booking.

Figure 4.4: Examples of both level groups: (a) shows an online smartphone shop.
(b) shows the listing page of a hotel booking site.
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Figure 4.5: When the user categorizes an element, the game visually highlights
them: green for correct categories, yellow for “I'm not sure” answers, and red for

wrong categories and false positives.

Furthermore, the game colors the element background
based on the answer (see Figure 4.5). Correctly categorized
elements are shown in green, and wrongly categorized el-
ements and false positives are shown in red. When the
player selects the "I'm not sure” answer, the element is col-
ored yellow.

When the player finishes a level, they are presented with a
list of all the dark patterns that they have missed. The list
only names the category and not the specific element. This
was a deliberate choice to present the player with two op-
tions: showing them what they have missed (in this case,
all the missed elements are colored red and yellow) or at-
tempting the level again and trying to find the missed ele-
ments on their own. We believe that this should be a choice
that the player gets to make and not forced by the game.

If the player chooses to view their mistakes, they can hover
over a wrong or missed element, and an explanation will
be shown in a tooltip overlay.

Categorized
elements are
highlighted visually.

Players can choose
to view their missed
dark patterns or try
again.
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Players are scored
based on their
actions.

Scoring considers
spotting dark
patterns, false
positives, false
negatives, and
correct
categorization.

Points can be
adjusted for difficult
or easy dark
patterns.

444 Scoring System

Along with the feedback, players are scored during game-
play. The overall level score is always visible in the side-
bar. The level overview also shows the high score for each
level®.

The instant feedback overlay, which is shown after the
player categorizes an element, and the summary at the end
of each level also includes how their answer affected the
score.

The scoring system covers these cases:

¢ Finding a dark pattern element (omitted for the tuto-
rial CLASSIFY game): 100 points

¢ Missing a dark pattern element (false negative): -100
points

* Selecting an element that is not a dark pattern (false
positive): -50 points

¢ Correctly categorizing an element: 100 points
¢ Wrongly categorizing an element: -100 points

¢ Selecting the I'm not sure answer: -50 points

The points awarded for the first two cases are fixed.
However, the points for the other four cases can be cus-
tomized per element. For instance, a harder-to-find or more
difficult-to-categorize element can be rewarded with more
points, or a very mild or ambiguous element can score
fewer points.

Additionally, players are rewarded 200 extra points at the
end of a level if they found all dark patterns. They receive
an additional 300 points if they made no mistakes (i.e., no
false positives or wrong answers).

®During the user study, we reset the high score for each participant.
Thus, it only showed their own high score.
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The achieved score also updates the player’s career level (see
Chapter 4.3). However, while levels can be played repeat-
edly, the updates to the career level score are only applied
the first time that a level is played. That way, the career
level is a good representation of how well a player’s initial
performance was.

4.4.5 Logs

While the primary objective of our dark pattern learning
game is to educate players to detect dark patterns better
and increase their confidence when encountering them, the
game also offers good opportunities for further research.
To this end, we built an extensive logging system into the
game.

Especially when hosted and publicly available, this can be
used as a tool to collect large datasets regarding suscepti-
bility towards certain dark patterns. It can show what dark
patterns people have trouble recognizing and what dark
patterns pose little problems.

Among others, the game logs what elements players se-
lect, the category they choose, the dark patterns they have
missed, when and how they switch between pages, and
when and for how long they look at the help tooltips for
the categories. All data is logged with a timestamp and as-
sociated with a random user ID.

In its current version, log files are created locally, but we
designed the logging system in such a way that it can be
easily exchanged for a database to run unsupervised on a
server and support multiple users.

The initial score is
used for the narrative
career progression.

The game logs data
for further research
opportunities.

It can be used to
create a large data
set regarding
susceptibility.
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Chapter 5

Dark Pattern Learning
Game User Study &
Evaluation

In this chapter, we describe the second user study to evalu-
ate our dark pattern learning game prototype that we pre-
sented in Chapter 4. In Chapter 5.1, we describe the design
of the study. We present the results of the user study and a
discussion of these results in Chapter 5.2.

5.1 Methodology

The overall goal of this study is to evaluate the usability of
the dark pattern learning game prototype and determine if
it is suitable as a learning game for dark patterns. More pre-
cisely, we aim to answer the following research questions:

RQ-1: Does player performance improve after playing the
game? Is there a measurable learning effect from
playing the game?

RQ-2: Do players gain confidence in detecting dark patterns
from playing the game?

This study aims to
test usability and
measure learning
effects and gains in
players’ confidence.



56

5 Dark Pattern Learning Game User Study & Evaluation

Measuring long-term
learning effects is
beyond the scope of
this thesis.

We use a
within-subjects study
design and
randomized the order
of levels.

The questionnaire is
integrated into the
learning game
prototype.

RQ-3: Is playing the game once sufficient? How pro-
nounced is the knowledge retention?

RQ-1 and RQ-2 can be answered with a single user study.
However, to measure any long-term learning effects for
RQ-3, we designed our study to include a voluntary follow-
up user study a couple of months later that measures
knowledge retention. We outline a proposed study design
for this follow-up study in Chapter 5.2, but due to the time
constraints of this thesis, the execution and results of the
follow-up study are beyond the scope of this work.

5.1.1 Study Design

This chapter describes the design of the first study. The
study was designed as a within-subjects experiment where
each participant played the complete game. The order of
the levels was randomized. Half the participants started
with the hotel-themed group of levels, and the other half
started with the smartphone-shop-themed group of levels.
However, the order of levels inside each group remained
the same.

Questionnaire

The questionnaire is divided into two parts with the in-
formed consent form and a demographics questionnaire at
the beginning of the study and a two-part questionnaire as-
sessing the tutorial and game after the study. We integrated
the questionnaires into the learning game so participants
could fill them out within the browser window. Screen-
shots of all parts of the questionnaire are available in Ap-
pendix B.1.

The demographics questionnaire consists of questions re-
garding age, gender, and current occupation or field of
study. It also includes the time spent online in hourly incre-
ments. Additionally, it includes the choice to be contacted
for the voluntary follow-up study.
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The post-study questionnaire for the tutorial was designed
to check if the information content in the tutorial was ade-
quate for playing the game. It consists of three 5-point Lik-
ert scale questions (from ”strongly disagree” to ”strongly
agree”) and three free-text fields to express where partici-
pants would have wanted more information, less informa-
tion, and leave further comments.

The final part of the post-study questionnaire focuses on
the game itself. Participants rated the same set of ques-
tions that we had used in the preliminary study, such as
the clear goal, fun, or frustration, on a 5-point Likert scale
(from ”strongly disagree” to “strongly agree”) as suggested
by Olsen et al. [2011]. Additionally, we added three more
questions: that playing the game increased their knowl-
edge about dark patterns, their confidence in detecting
dark patterns, and their confidence in handling dark pat-
terns. We provided four free-text fields for strengths and
weaknesses of the game, suggestions for improvements,
and further comments.

Pre-test/post-test

To measure if there are learning effects from playing the
game, we designed the user study with a pre-test/post-test
design. This is an experimental approach where the same
measurements are taken before and after applying some
treatment [Campbell and Stanley, 2015, Knapp, 2016]. Be-
fore playing the dark pattern learning game, we tested how
well participants performed when presented with poten-
tially manipulative websites. Without telling them the re-
sults, they would then play the game, and afterward, we
performed the same test as in the beginning with some ad-
ditional websites to assess if there was any learning effect
from playing the game.

For the pre-test/post-test, we used the same approach as
Bongard-Blanchy et al. [2021] in the second part of their
user study. We showed participants the image of the web-
site for a fixed, limited amount of time and asked them
afterward if they noticed any manipulations. Participants

The post-study
tutorial questionnaire
checks if the amount
of information is
adequate.

The post-study game
questionnaire checks
general usability
issues and changes
to the players’
confidence about
dark patterns.

We use a
pre-test/post-test
design to measure
learning effects from
playing the game.

Participants were
presented with a
picture of a website
and had to decide if
and why it is
manipulative.
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We use ten images
from an existing
study and five of our
own.

We integrated the
study setup into the
game artifact.

We added an option
for players to justify
their decisions.

Participants played
the game at their
own pace.

The study starts with
the demographics
questionnaire and

pre-test.

selected a yes-or-no radio button and justified why they be-
lieved the website was manipulative.

For the pre-test, we used the same ten websites that
Bongard-Blanchy et al. [2021] used in their study. We ran-
domized the order of images for each participant. For the
post-test, we tested the same ten websites in a different or-
der again, combined with an additional five websites using
a style and design similar to the initial ten websites. These
additional websites are used to check for learning bias.

Procedure

In order to make the study and the evaluation more conve-
nient, we integrated the demographics, questionnaire, and
pre-test and post-test into the game prototype. Apart from
signing the informed consent form, participants could per-
form the whole study within a single browser window.

We then performed a test run of the study and adjusted the
game prototype slightly based on the results. Most impor-
tantly, we included a text field to the feedback overlay dur-
ing regular gameplay. This text field is only visible for in-
correct answers and allows players to justify their thought
process. Apart from that, we made the unlocking of pages
more explicit and slightly adjusted the instruction texts to
be more precise.

The study was conducted in person, with participants per-
forming the study on a computer with the screen mirrored
to observe their actions. The study took between 60 and
90 minutes per participant. We did not limit or restrict their
time, nor did we prevent participants from replaying a level
if they chose to. In that case, we only considered their first
attempt at the level for the evaluation.

The study began by signing the informed consent form and
filling out the demographics questionnaire. From there on,
the game would guide the participants through each step:
Firstly, participants performed the pre-test with the ten im-
ages of potentially manipulative websites.
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Once completed, they proceeded to the game, where only
the tutorial was unlocked. Upon completing both parts of
the tutorial, the two groups of levels would unlock. Here,
we asked them to play them in the order that they were
shown, which was randomized for each participant.

Once the participants had completed all five levels, we ini-
tiated the post-study questionnaire about the tutorial and
the game. After finishing it, the game guided the partici-
pant to the post-test, which mirrored the pre-test but with
15 images of potentially manipulative websites.

As we did in the preliminary study, we did not ask our par-
ticipants to do think-aloud to avoid the additional cogni-
tive burden [Zhang and Zhang, 2019, Olsen et al., 2011]. If
there was anything that we took note of during the study
and wanted to clarify, we asked the participants afterward
to explain their actions.

5.1.2 Follow-up Study

The informed consent form asked participants if they
would be willing to be contacted for a voluntary follow-
up study a couple of months later to check for long-term
knowledge retention (RQ-3). Twenty participants agreed to
this.

Our proposed design for this follow-up study is similar to
the one used by Ropke [2023] in the domain of phishing.
Our plan is for participants to perform a third version of
the pre-test/post-test setup. They will be presented with
images of potentially manipulative websites and have to
classify them and justify their decision. To be comparable to
the pre-test/post-test, it will include the same images plus
some additional images to check for learning bias (like in
the post-test).

Participants play the
tutorial and all levels.

The study concludes
with the second
questionnaire and
post-test.

20 participants
agreed to participate
in the follow-up study.

Participants will
perform a third
version of the
pre-test/post-test.
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A questionnaire will
assess changes in
their behavior since
the first study.

22 university
students participated
in the study.

Additionally, we plan to include a short questionnaire in
the follow-up study on how playing the game the first time
influenced the participants in their everyday lives. For in-
stance, if they recognized more dark patterns since then'.

It might also be interesting to let participants play some ad-
ditional levels of the game to see if their game performance
also improved.

This version of a follow-up study wouldn’t even have to
be conducted in person. In this case, the logging system
(see Chapter 4.4.5) needs to be adjusted to support multiple
users and sessions.

5.2 Results & Evaluation

5.2.1 Demographics

We conducted the study with 22 university students (12 fe-
male, 9 male, 1 divers). The participants were between 20
and 35 years old (M=25.0, SD=3.86).

15 participants had a technical background (computer sci-
ence, engineering), and 7 had a non-technical background
(economics, musicology). Eleven participants had a high
school diploma as their highest academic degree, four had
a Bachelor of Science, three had a Bachelor of Arts, and four
had a Master of Science degree.

Participants reported spending an average of 4.86 hours on-
line (SD=2.17).

!This is certainly something that we observed with friends and col-
leagues who regularly come to us to tell us about the newest dark pat-
terns that they have spotted.
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5.2.2 Data Analysis

Similar to the preliminary study, we aggregated the quan-
titative and qualitative data from different sources. This in-
cludes the questionnaires, log data from the learning game,
and our notes during the study.

First, we will analyze the quantitative data from the ques-
tionnaire and log files described in Chapter 4.4.5. After-
ward, we will analyze the qualitative data from the logs
and study notes.

Quantitative Analysis

For the quantitative analysis, we used Numbers spread-
sheets for descriptive analysis and R? to test for signifi-
cance.

Pre-test/post-test Firstly, we look at the performance of
players from the pre-test/post-test. Here, we compare the
percentage of correct answers in the pre-test to the percent-
age of correct answers in the post-test.

First, we checked for learning bias. We calculated the mean
of correct answers for the pre-test answers (Mpre:0.73,
SD=0.16), the combined (i.e., for all 15 images) post-test an-
swers (Mpost=0.87, SD=0.06), the post-test answers that are
part of the pre-test (Mpost-pre=0.88, SD=0.1), and the new
post-test answers (Mpost-new=0.86, SD=0.11). The results
(see Figure 5.1) show that the improvements in the post-test
are similarly higher for the pre-test images and the new im-
ages. Furthermore, both are substantially higher than in the
pre-test. As such, the learning bias should be negligible.

To determine if there are any learning effects, we per-
formed a paired t-test for the correctly identified per-
centages between the pre-test and the post-test. We
checked for a normal distribution for the differences

*https:/ /www.r-project.org [Accessed: Feb. 9, 2024]

The learning bias is
negligible.

There is a significant
learning effect in the
performance
between the pre-test
and post-test.
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Participants
improved on average
over 13%.

Participants detected
~2/3 of dark patterns
and categorized
more than 3/4 of
them correctly.

Mpre
Mpost
Mpost-pre
Mpost—new

0% 20% 40% 60% 80% 100%
Percentage of correct answers

Figure 5.1: This figure shows the mean percentage of
correct answers and the 95% confidence interval for the
pre-test (Mpre), post-test (Mpost), pre-test images used
again in the post-test (Mpost-pre), and new post-test images
(Mpost-new)-

between the pre-test and post-test with a Shapiro-
Wilk test (p-value > 0.28). The results of the paired
t-test show a significant difference between the pre-test
and post-test results (t(22) =-5.22, p-value = 0.00005,
degrees of freedom (df) = 21, Cohen’s d = 1.08).

On average, the participants” performance improved in the
post-test by 13.64% (SD=12.6, CI=[8.03, 19.24]). The gain in
performance was less pronounced the better participants
already were in the pre-test. Figure 5.2 shows these dimin-
ishing learning effects based on the number of correct an-
swers in the pre-test.

Game performance Secondly, we have a look at the
performance during the game. There are a total of
28 dark patterns divided across four levels®>. ~ On
average, participants missed 33.12% of dark patterns
(M=9.27, SD=2.05) and found 66.88%. They categorized
77.67% correctly (M=14.55, SD=3.32) and 22.33% incorrectly
(M=4.18, SD=2.32). The average number of false positives
was 2.23 (SD=1.19).

30ne of the five levels includes no dark patterns.
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Improvement Average Improvement

Improvement in post-test in %
N
o
X

0% T
5 6 7 8 9 10

Number of correct answers in pre-test

Figure 5.2: This figure shows the average improvement and
95% confidence interval of participants between the pre-
test and post-test based on the number of correct answers
in the pre-test.

The performance for each level is available in Table 5.1. Apart from two
The hotel-themed levels took longer to complete than exceptions,

the smartphone-shop-themed ones. However, the hotel- performance in the
themed levels are also more content-rich, and some span individual levels is
over multiple pages. The percentage of dark patterns found similar.

is similar for three levels (M>67%) and only the hotel list-
ing page is noticeably lower (M=55.3%). The number of
false positives is similar for three levels. The hotel newslet-
ter unsubscribe level had no false positives at all (but used
a more minimalistic design with fewer elements to select)
and the second smartphone shop design had a very low
value (M=0.09, SD=0.29). However, this level is very simi-
lar to the previous one with different pre-selections.

‘ ‘ Mean Time (SD) ‘ DP ‘ Found ‘ FP (SD) ‘
Hotel Listing Page 4.22 m (SD=2.4) 6 3.32 (55.3%) | 0.68 (0.84)
Hotel Booking Page 5.09 m (SD=1.65) | 8 5.41 (67.6%) | 0.73 (0.94)
Hotel Newsletter 4.33 m (SD=1.7) 8 5.59 (69.9%) |0 (0)
SmartShop Design A 1.79 m (SD=0.98) | 0 n/a 0.73 (0.63)
SmartShop Design B 2.31 m (SD=0.73) | 6 4.41 (73.5%) | 0.09 (0.29)

Table 5.1: This shows the mean time participants took, the number of dark patterns
(DP), the mean total number and percentage of found dark patterns, and the total
number of false positives (FP) per level.
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Differences between

participants with
technical and
non-technical
backgrounds are
minimal.

There are only minimal differences between participants
with technical and non-technical backgrounds. Participants
with a non-technical background missed slightly more dark
patterns (0.64, about 2% difference). The exact differences
are available in Table 5.2. This matches the results by Voigt
et al. [2021] that there is no connection between a person’s
affinity for technology and their detection rate of dark pat-
terns. However, our sample size of participants with a non-
technical background is only seven. Therefore, we can’t
confidently draw any conclusions if this is generally appli-
cable.

| F+C

| F+NC

| NF

[ FP

|

Technical Background

14.33 (3.49)

4.60 (2.5)

9.07 (1.91)

2.33 (1.35)

Non-technical Background

15.00 (3.11)

3.29 (1.7)

9.71 (2.43)

2.00 (0.82)

Table 5.2: This shows the differences in game performance between participants
with technical (n=15) and non-technical (n=7) backgrounds. It lists the found and
correctly classified (F+C), found and incorrectly classified (F+NC), and missed (NF) dark
patterns, and the false positives (FP). Values are mean values (out of 28 dark patterns
total) with standard deviation in parentheses.

Time spent online
had little effect on

Similarly, there were only small differences in the detection

performance.

and classification rate based on the hours that participants
spent online. Participants who spent less time online (1-3
hours) found slightly more dark patterns. However, par-
ticipants who spent six or more hours online performed
slightly better in categorizing the dark patterns. The dif-
ferences in performance are shown in Table 5.3.

|

ln |F+C

| F+NC

| NF

| FP

|

1 -3 hours

7

14.58 (3.59)

454 (2.76)

8.88 (2.31)

2.00 (1.15)

4 -5 hours

9

14.29 (3.55)

450 (2.28)

9.21 (2.06)

1.89 (0.93)

6 or more hours

6

15.22 (2.95)

2.89 (1.67)

9.89 (2.07)

2.44 (1.63)

Table 5.3: This shows the differences in game performance between participants
based on their time spent online. It lists the found and correctly classified (F+C), found
and incorrectly classified (F+NC), and missed (NF) dark patterns, and the false positives
(FP). Values are mean values (out of 28 dark patterns total) with standard deviation

in parentheses.
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When considering the detection rate for individual dark
patterns, the results vary greatly based on the different cat-
egories.

Three particular dark patterns were found by all of our par-
ticipants: the “only x rooms remaining” low stock message
(that appears in two levels) and a fake countdown timer for
urgency. Generally, dark patterns from the social engineering
category were found most often except for previous price,
which was only found 31.82% of the time. False hierarchy
was also found in 88.64% of all occurences.

Dark patterns that were found least often are from the
sneaking category: disguised ads were only found by 40.9%
of participants, and a prominent “Book Now” button com-
bining sneaking and interface interference was only found by
three participants (13.64%).

A complete list of all 28 dark patterns and their re-
spective detection and classification rates is available in
Appendix B.2.

Questionnaire results Finally, we present the quantita-
tive data from the tutorial and game questionnaires. All
the questions were answered on a 5-point Likert scale from
-2 (strongly disagree) to 2 (strongly agree).

The tutorial questionnaire focuses on the amount of infor-
mation and whether it is adequate for the game. Partici-
pants rated that the tutorial explained everything they needed
to play the game (Q1) at M=1.55 (SD=0.59). They rated
that the information in the tutorial helped them understand the
concepts of dark patterns (Q2) at M=1.64 (SD=0.4) and that
the amount of information in the tutorial was sufficient (Q3)
at M=1.36 (SD=0.66). The results are also visualized in
Figure 5.3.

The overall results of the game-related questionnaire are
generally positive. Figure 5.4 shows the results of the
game questionnaire questions. Participants strongly agreed
that the game had a clear goal (Q1, M=1.91, SD=0.29) and
agreed that the game was intuitive (Q2, M=1.27, SD=0.55).

Social engineering
and false hierarchy
dark patterns were
detected most
precisely.

Sneaking dark
patterns were
detected least often.

The amount of
information in the
tutorial was
sufficient.

The game was rated
positively and not too
challenging.
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I Strongly Agree [l Agree M Neutral Disagree M Strongly Disagree
The tutorial explained everything | needed to play the game (Q1) 13 8 1
The information in the tutorial helped me understand the concepts of DP (Q2) 14 8
The amount of information in the tutorial was sufficient (Q3) 10 10 2

0O 2 4 6 8 10 12 14 16 18 20 22

Figure 5.3: This shows the results of the tutorial questionnaire on a 5-point Likert
scale from -2 (strongly disagree) to 2 (strongly agree). Participants rated the amount
of information in all three aspects very highly.

Il Strongly Agree B Agree M Neutral Disagree M Strongly Disagree

The game had a clear goal (Q1)
The game was intuitive (Q2)
The difficulty / challenge was too hard (Q3) I
| enjoyed playing the game (Q4)
The game was engaging (Q5)
The tasks were varying / interesting (Q6)
| was frustrated whilst playing the game (Q7) B
| was frustrated after completing the game (Q8) I
The game is suitable to learn about DP  (Q9)
Playing the game increased my knowledge about DP (Q10)
Playing the game increased my confidence in detecting DP (Q11)
Playing the game increased my confidence in handling DP (Q12)

0 2 4 6 8 10 12 14 16 18 20 22

Figure 5.4: This shows the results of the game questionnaire on a 5-point Likert
scale from -2 (strongly disagree) to 2 (strongly agree). Participants rated the same
nine questions as in the preliminary study. We added three questions regarding
knowledge and confidence.

The game was not too challenging (Q3, M=-0.86, SD=0.83)
and participants enjoyed playing the game (Q4, M=1.59,
SD=0.59). They found the game to be engaging (Qb5,
M=1.64, SD=0.49) and the tasks to be varying/interesting
(Q6, M=1.45, SD=0.6). The frustration during the game was
low (Q7, M=0.5, SD=0.86) and lower after completing the
game (Q8, M=-1.5, SD=0.86).

The game is suitable The participants agreed that the game is suitable for learn-
for learning about ing about dark patterns (Q9, M=1.73, SD=0.46) and that
dark patterns and playing the game increased their knowledge about dark
boosts knowledge patterns (Q10, M=1.59, SD=0.5). Playing the game in-

and confidence. creased their confidence in detecting dark patterns (Q11,

M=1.32, SD=0.65) and, to a lesser extent, their confidence
in handling dark patterns (Q12, M=0.95, SD=0.65).
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Qualitative Analysis

For the qualitative analysis, we coded the responses to the
free-text questions in both questionnaires and our notes
during the study in MAXQDA and performed a thematic
analysis on them.

“It makes learning about dark patterns fun!”

—DParticipant 14

Feedback from our participants shows that they really en-
joyed playing the game. They liked looking for dark pat-
terns on the website and the dark pattern magic wand as the
tool to select dark patterns. They also liked the realistic
designs of the websites? and that they could interact with
them.

Participants liked the setting of the game as well. Although
we used narratives sparingly, it helped to set the tone of the
game.

The career ladder was also very well received. Participants
liked the motivation to reach a higher career level ("I need
to get 600 more points in the last level to make it.” - Partici-
pant 5) and we also observed participants afterward com-
paring scores. Some participants suggested extending it
further with in-game notifications if they reached a new ca-
reer level or a generated certificate of their achieved score
to share on social media.

While the task of finding dark patterns was generally en-
joyed, many participants disliked categorizing dark pat-
terns either in general (”"Deciding the category is [...] annoy-
ing.” - Participant 21) or because they felt that their choices
were correct but the game said otherwise (I can be a bit
frustrating to have a different view on what pattern applies to the
situation.” - Participant 19).

“They are, after all, inspired by real websites.

Participants liked the
gameplay of spotting
dark patterns.

Participants liked the
career ladder as
motivation.

Some participants
disliked categorizing
the dark patterns.
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Participants liked the
instant feedback.

The tutorial can be
further improved.

Participants’
performance
increased after
playing the game.

“By showing missed dark patterns and always
providing explanations, it makes it easier to
understand why certain things are (not) dark
patterns”

—Participant 18

Participants liked the feedback system a lot. Although they
did not always agree with the results, they liked the instant
feedback and the explanation, which helped them under-
stand the concepts better.

“A lot of information to take in at the
beginning”

—Participant 9

About a quarter of our participants felt that the tutorial was
a bit too daunting. The amount of information was either
too much to comprehend in a short time, or the delivery
of the information was too boring. Suggested improve-
ments were references to the tooltips so that new players
will know that they don’t have to remember everything by
heart and more interactivity, such as multiple-choice ques-
tions after each section of the tutorial to check one’s knowl-
edge.

5.2.3 Discussion

In this section, we discuss the results of the study to answer
our research questions.

Effects of the game on player’s performance

Firstly, we want to discuss the changes in performance
upon playing the game for RQ-1. As described in Chapter
5.2.2, there is a significant improvement in performance be-
tween the pre-test and post-test, with an average increase
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in performance of 13.64%. However, the increase in per-
formance was more pronounced the worse the participants
performed in the pre-test. It makes sense that someone who
was already quite good at spotting dark patterns would
gain less performance from playing the game than some-
one who had more trouble spotting dark patterns.

This improvement was also noticeable within the game. In
the tutorial, we intentionally included some of the more
difficult-to-find dark patterns, such as disguised ads. When
players first encountered this dark pattern in the CLASSIFY-
tutorial, only 27% correctly identified it. During the regular
gameplay, 41% found and correctly identified it.

When we consider that most of our participants played the
game for only about half an hour, this increase in perfor-
mance is very promising. Additionally, performance fur-
ther increased for recurring instances of dark patterns (e.g.,
interface interference in the cookie banner). Therefore, more
levels that showcase even more variations of dark patterns
could further boost performance and help players if they
encounter any of these dark patterns in the real world.

Effects of the game on player’s confidence

To assess the confidence changes of players after playing
the dark pattern learning game for RQ-2, we have the self-
reported metrics from the post-game questionnaire as well
as our observations during the study.

The results from the questionnaire show that players felt
that playing the game increased their confidence in detect-
ing dark patterns (M=1.32, SD=0.65, on a scale from -2 to
2). This certainly matches what we witnessed during the
study. Especially with some of the recurring dark pat-
terns (such as false hierarchy or low stock messages), players
did not only select them much quicker. They also picked
the categories more confidently (often without checking the
tooltips again).

Participants’
performance
improved during the
game.

Recurring dark
patterns were
recognized better.

Participants’
confidence increased
from playing the
game.
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Participants used
more concise
terminology after the
game.

One participant didn’t
want to view their
mistakes.

Some participants
relied less on tooltips
than others.

The order of levels
had little effect on the
performance.

This confidence and knowledge gain was also apparent in
the post-test answers. We already presented the improve-
ments in Chapter 5.2.2. In addition, about 2/3 of our par-
ticipants were more concise in their answers and often even
used the proper terminology (e.g., calling it confirmshaming
or interface interference) in their justifications.

Observations during gameplay

Differences in Playstyle When we designed the learn-
ing game prototype and the feedback system, we consid-
ered two different ways that players can finish a level: ei-
ther viewing what they had missed or trying again with-
out viewing their mistakes (see Chapter 4.4.3). During the
study, only one participant opted for the latter. When we
asked them about it, they answered that they wouldn’t
learn from it if the game just told them the missing elements
and that they wanted to figure it out on their own.

Another interesting observation regarding the playstyle
was about the use of tooltips. While three participants did
not find the tooltips at all®, all other participants used the
tooltips to various extents. Most used them to check a cer-
tain category if they weren’t sure. They would read the
tooltip, sometimes compare it to another tooltip, and make
their selection. The longer they played the game, the less
frequently they checked the tooltips.

However, four participants relied more heavily on the
tooltips. They would check the tooltips for each category
for every dark pattern they selected and check which one
matched best. It was especially interesting that they would,
most of the time, begin with the category that was correct.
So their instincts were correct, but they didn’t want to make
a hasty decision.

Order of levels The order of levels seems to have little
effect. We assumed that there would be more of a learn-
ing effect early on, but the results don’t reflect that. On

>This is something we plan to address in the future in the tutorial.
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the contrary, the participants performed slightly better in
the early levels. Yet the difference between starting with
the hotel-themed levels or the smartphone shop levels was
less than half a dark pattern for each level. The only excep-
tion was the second smartphone shop level, where partic-
ipants playing it first performed worse (-1.5 dark patterns
compared to playing it second). However, the missed dark
patterns were those using interactive elements (expensive
pre-selections) that players may have missed because they
did not yet realize that they could freely interact with those
elements. Thus, we attribute this difference more to a short-
coming of the game and less to a learning effect.

Susceptibility As described in Chapter 4.4.5, the logs
during gameplay offer great insights into susceptibility to-
wards certain dark patterns. Even though we performed
the study with a relatively small group of participants
(n=22), it already shows some trends. In the following, we
discuss the susceptibility towards particular dark patterns
in more detail. Low stock messages (e.g., “only one room
left”) and countdown timer were correctly detected and cat-
egorized by all our participants. Similarly, false hierarchy
dark patterns were found in 90% of all occurrences.

The dark pattern that was least often found in our game
was a “Book Now” button that included the pre-selection for
the most expensive hotel room available. Only three partic-
ipants found this instance of a dark pattern.

Overall, there were few false positives across all five levels
(M=2.23, SD=1.19). There were three elements that mul-
tiple participants picked as dark patterns: One is a pre-
selected checkbox in the sidebar of the hotel listing web-
site for included breakfast (Figure 5.5a). We did not mark
this as interface interference because it is a pretty common
request and not really to the advantage of the website or
the disadvantage of the user. However, we can understand
why some participants picked this as a dark pattern and
might adjust it accordingly. The second frequently picked
false positive was a box with information about property
highlights on the hotel booking website (Figure 5.5b). Some

Social engineering

and false hierarchy
were detected most
often.

There were few false
positives.
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Changes to the
ontology better
reflect our
participants’
conceptions.

Property Highlights

Perfect Location

Located in the center of London with
a beautiful landmark view. Rated
with an excellent 9.7 location score

Popular Filters
Breakfast included

[ ] Parking by our guests.
|:] Spa
(] Free ik Perfect for a weekend stay

Couples in particular enjoy staying

D Pet Friendly here for a romantic getaway.

(a) The sidebar had one pop- (b) An info box at the side
ular filter breakfast included listing only positive things
pre-selected. about the property.

Figure 5.5: The two most frequently picked elements that
we had not marked as dark patterns.

participants mistook it for social engineering (i.e., listing
the positive things about the property).

We actually expected more false positives in the one clean
level without any dark patterns (especially since this was
the first level for half of our participants). While some
participants selected the trade-in option for various rea-
sons (e.g., for the wording “save up to 120 €”), the number
of false positives was not higher compared to other levels
(see Table 5.1). Furthermore, there was no difference in the
number of false positives whether participants played this
as the first or fourth level.

Misconceptions When we designed the learning game
prototype and the user study, the ontology by Gray et al.
[2023], which we used for our categories, was only avail-
able as a draft version. In the meantime, a paper presenting
an updated ontology [Gray et al., 2024] has been accepted
at CHI 2024 and has already been made available. The most
noteworthy change is that the high-level category nagging
has been moved to the meso-level of forced action. This is
an interesting change as it reflects what we observed dur-
ing the study. If participants wrongly categorized our nag-
ging-alert, they often chose forced action instead. Hence, this
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change to the ontology seems to match the mental model of
our participants.

There were two more common misconceptions: Firstly,
many participants picked obstruction instead of interface in-
terference in multiple instances. For some bad defaults pres-
elections, they picked obstruction because they had to dese-
lect checkboxes manually (i.e., imposing additional steps).
Similarly, for trick questions, they also picked obstruction be-
cause they first had to parse the true meaning of the ques-
tion. Secondly, pressured selling (interface interference) was
commonly categorized as sneaking because participants be-
lieved that this was hiding information from them.

Differences to the preliminary study The post-study
questionnaire about the game included the same nine ques-
tions that we used in the preliminary study for each game
mechanic. Since our game prototype builds upon MULTI-
SPOT, we looked at the differences in rating between the
preliminary study and the learning game.

Generally, the results are similar with three exceptions: In
the preliminary study, participants rated higher that the
game was intuitive (0.48 difference). In the game proto-
type, participants rated that tasks were varying/interesting
higher (0.45 difference). In the game prototype, partici-
pants rated frustration during the game higher (1.08 dif-
ference).

The difference in intuitive gameplay might be explained
by the setup of the preliminary study. Participants could
just circle any arbitrary element on a picture. In the learn-
ing game prototype, they had to hover over containers and
could only select the ones that were highlighted. This could
also explain the difference in frustration. Furthermore, the
preliminary study did not include the results of the catego-
rization. Based on our observations, this was a contributing
factor to frustration, especially if participants were unde-
cided between two categories and picked the wrong one.

Some interface
interference
elements were
considered
obstruction or
sneaking.

The ratings from the
game prototype only
differ slightly from
those of the
preliminary study.

Selection and
categorization
changed from the
preliminary study.
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Nested dark patterns
are not yet handled
by our prototype.

Join now and save big!

Join the free HoteLand community by creating
an account and save up to 15% on top with
every booking.

Join now!

Figure 5.6: One example of nested dark patterns. The inner
one (marked in red) is interface interference; the outer one is

nagging.

The fact that the game prototype was rated higher regard-
ing the varying/interesting tasks might have to do with the
different levels and added interactivity.

Limitations & Roadmap

Nested dark patterns Probably the biggest limitation of
the game results from nested dark patterns. For example,
the nagging alert illustrated in Figure 5.6 has two buttons:
”Sign up” and “Remind me later”. In addition to it being
nagging, the buttons are designed differently, with the ”Sign
up” button more prominent, making it interface interference,
too.

The way the game is designed, this scenario is straightfor-
ward: the outer container of the alert is nagging, and the
inner container containing both buttons is interface interfer-
ence. However, in this example (as used in the second hotel
level), six participants picked the inner container as nagging
as it contained the "Remind me later”-text. They had iden-
tified the dark pattern correctly, but the container system
was not flexible enough to handle this. To make matters
worse, they could no longer select the buttons as interface
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interference (assuming they wanted to) because the game al-
ready marked the inner container as (wrongly) categorized.

This certainly needs to be adjusted so that the game can
handle correct intentions even if the selection wasn’t com-
pletely precise. The game already includes a mechanism
to support the same nested dark pattern (e.g., the “spon-
sored” text is linked to the table cell that is sponsored con-
tent; selecting one automatically selects the other one, too).
Extending this mechanism to support different nested dark
patterns should also be possible.

Tutorial We received some suggestions to improve the tu-
torial. For instance, multiple-choice questions during the
taxonomy should be included to directly quiz players on
what they have just learned. This would make the initial
amount of information more interactive and less daunting.

A bigger issue resulted from the game explanation. This
was part of the initial tutorial and explained how to play
the game and how to use the dark pattern magic wand.
However, the next thing participants had to play was the
CLASSIFY-tutorial, which looks just like the regular game
but without the magic wand. This confused all our partic-
ipants, who first spent some time looking for the missing
button. We plan to adjust the tutorial to explain certain ele-
ments gradually. In this case, it will only explain the game-
play necessary for CLASSIFY and afterward for the regular
game.

The last improvement to the tutorial is based on the perfor-
mance in the first hotel-themed level for participants start-
ing with this level group. Participants missed more dark
patterns, especially the more subtle ones. Therefore, we
plan to include a regular MULTI-SPOT level in the tutorial
so players can practice the game once and see how strict the
scoring of the game is.

Suggested Improvements Another common feature re-
quested by our participants was more levels. This is cer-
tainly a good sign that participants enjoyed playing the

The tutorial could be
more interactive.

The structure of the
tutorial could be
improved.

Participants want
more levels.
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The scoring system
could be upgraded to
show individual
strengths and
weaknesses.

game and wanted to keep playing. Especially since we
have seen increased detection rates for recurring dark pat-
terns, more levels that showcase even more instances of
dark patterns should be very beneficial.

There were two more suggested improvements that we feel,
although only suggested ones each, are worth considering
to be implemented. Firstly, one suggestion was to split
the score into multiple scores. For instance, one score is
for detecting dark patterns, and another score is for cat-
egorizing them. That way, it is more obvious where the
player’s strengths and weaknesses are. This could even be
extended to individual categories to show which categories
the player can better recognize.

Secondly, one suggestion was that upon completing the
game, it should generate a certificate with the final score
and career level. This could then be shared on social me-
dia to help further increase awareness and motivate more
people to participate in the game.
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Chapter 6

Summary and Future
Work

In this chapter, we conclude our research by providing a
summary of our work and present opportunities for future
work.

6.1 Summary and Contributions

This thesis explored intervention measures against dark
patterns from the direction of user education. We presented
the process of designing a learning game against dark pat-
terns in three steps:

Firstly, we provided the groundwork by exploring suit-
able game mechanics for a dark pattern learning game.
We brainstormed three game mechanics on different levels
of cognitive difficulty on Bloom’s Revised Taxonomy and
evaluated them in a user study. The results show that while
all three of them were suitable and liked, the most realistic
one, where players had to find multiple dark patterns on a
website and categorize them, was preferred by our partici-
pants.

We first explored
which game
mechanics are
suitable for a dark
pattern learning
game.
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6 Summary and Future Work

We presented the
design process of
our prototype.

We evaluated our
prototype in a user
study and measured
its learning effects.

We only tested the
game with university
students.

We focused on the
underlying game
mechanics and did
not create a full
game.

Secondly, we described the design of a learning game pro-
totype based on the results of the preliminary study. We
described the decisions that went into creating the individ-
ual components of the game.

Lastly, we evaluated the learning game prototype in a sec-
ond user study. We measured the learning effect from play-
ing the game with a pre-test/post-test design. The results
show that participants performed significantly better in de-
tecting dark patterns after playing the game. Participants
gained increased confidence by playing the game and were
more decisive in their actions. Furthermore, people enjoyed
finding the dark patterns more than categorizing them.

6.2 Limitations & Future Work

One limitation is that we only evaluated the learning game
prototype with university students. There might be differ-
ences in the perception of dark patterns across different age
groups. Bongard-Blanchy et al. [2021] noted in their study
that older generations are less aware of possible manipula-
tions and, thus, more likely to fall for dark patterns. Sim-
ilarly, Sahabi [2023] showed that the mental model of chil-
dren regarding manipulative designs differs from those of
adults. There might also be changes in the perception of
manipulative designs for people of different demographics.
Furthermore, the majority of our participants had a techni-
cal background. While their results only differ marginally
from those with a non-technical background, this should be
checked with a larger sample size to verify if it is generally
applicable.

Another limitation is that we focused our learning game
prototype on the core game mechanics from the prelimi-
nary user study. We added some other game mechanics,
such as timers and high scores, and some immersive ele-
ments like the narrative. However, some other game as-
pects and learning aspects still need to be included. For
instance, a learning game would be more effective if it
adapted to the player’s abilities and focused more on where
the player made errors [Plass et al., 2015].
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Furthermore, we developed the learning game prototype
primarily to measure its learning effects. It certainly could
be more polished. Its current version is not yet optimized
for smaller screen sizes or touchscreens. Both would be use-
ful in extending its reach.

Therefore, one part of future work could focus on improve-
ments to the learning game prototype itself. We have out-
lined suggested improvements and technical changes in
Chapter 5.2.3 that would be beneficial to implement. More
importantly, it would be good to add more levels and more
instances of different dark patterns, especially since partic-
ipants performed better in recognizing recurring dark pat-
terns. In its current version, the game prototype consists
only of two groups of levels within the same kind of con-
text: a desktop website. Additional levels could further ex-
plore other contexts: mobile websites, smartphone apps, or
games. This would offer opportunities to study dark pat-
terns across different modalities and build upon the works
of van Nimwegen and de Wit [2022].

Moreover, deploying the game online will offer even more
opportunities for future work. Firstly, this would allow to
verify the accuracy of our collected data with a larger sam-
ple size and more diverse demographics. Secondly, future
work could build upon the existing logging system to col-
lect large amounts of data in regard to the susceptibility of
dark patterns.

The prototype could
be more polished.

The game prototype
can be further
improved.

Additional levels
could cover other
modalities.

Making the game
publicly available
offers opportunities
for large-scale data
collection.
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Appendix A

Game Mechanics Study

In the following, we include additional material used in the
preliminary user study on the suitability of the three game
mechanics. Furthermore, we present more of the raw data
used in the evaluation.

A.1 Questionnaire

The following questionnaire was used in the preliminary
user study. We folded the first page in half so participants
would only fill out the first half until they were introduced
to the topic of dark patterns.
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Participant:

Demographics

Age:
Gender:

Current Occupation / Field of Study:

Last achieved academic degree (e.g., high school, Bachelor's):

How much time do you typically spend browsing the web / social media each day?

O less than 1 hour
O 1 -3 hours

O 3-5hours

O more than 5 hours

On a scale from 1 to 5, how experienced are you with Dark Patterns?

O 1 (no experience at all)
02

o3

o4

O 5 (very experienced)

On a scale from 1 to 5, how confident are you that you can spot Dark Patterns?

O 1 (not confident at all)
o2

O3

o4

O 5 (very confident)

Figure A.1: Preliminary user study questionnaire. We collected some demograph-
ics at the start of the user study as well as self-reported metrics on daily internet
and social media usage and expertise regarding dark patterns.
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Participant:

{Game Mechanic} Game

Please rate the following statements on a scale from 1 (strongly disagree) to 5
(strongly agree).

1 2 3 4 5

(strongly (neutral) (strongly
disagree) agree)

The game had a clear goal

The game was intuitive

The difficulty / challenge was too hard

| enjoyed playing the game

The game was engaging

The tasks were varying / interesting

| was frustrated whilst playing the game

| was frustrated after completing the game

OO00O0O0O0O0O0OO0
OO0O0O00000O0
OO0O00O0000O0
OO00O00O0O00OO0
OO0O000000O0

The game is suitable to learn about Dark Patterns

What are the strengths of this game?

What are the weaknesses of this game?

Further Comments

Figure A.1: Preliminary user study questionnaire [continued]. Participants filled
out this questionnaire after playing each game mechanic (CLASSIFY, SINGLE-SPOT,
and MULTI-SPOT).
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Participant:
Overall

Please rank all three games.

Classify  Single- Muilti-
Spot Spot
Challenge (1 = most challenging, 3 = least challenging)
Fun (1 = most fun, 3 = least fun)
Frustration (1 = least frustrating, 3 = most frustrating)

Satisfaction (1 = most satisfying, 3 = least most satisfying)

Overall (1 = best, 3 = least best)

OO000O
OO000O
OO000O

What was the main reason why you ranked your overall best choice this way?

(Assuming feedback during gameplay,) which game do you believe can teach
you the most?

O Classify
O Single-Spot
O Multi-Spot

Justify your answer.

Figure A.1: Preliminary user study questionnaire [continued]. After completing all
three game mechanics, participants ranked them in five categories and picked the
one best suited to teach them about dark patterns.
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Participant:

On a scale from 1 to 5, how confident are you that you have correctly spotted
the Dark Patterns?

O 1 (not confident at all)
02

o3

o4

O 5 (very confident)

On a scale from 1 to 5, how confident are you that you have correctly
identified the Dark Patterns?

O 1 (not confident at all)
O2

(OX]

o4

O 5 (very confident)

Figure A.1: Preliminary user study questionnaire [continued]. Additionally, they
rated their self-perceived performance during the games.
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A.2 Quantitative Results

In Table A.1, we present the quantitative results from the
questionnaire of the preliminary study. It shows the arith-
metic mean and the standard deviation for every question.

| | CLASSIFY | SINGLE-SPOT | MULTI-SPOT |

The game had a clear goal

5.00 (SD=0)

4.75 (SD=0.45)

4.75 (SD=0.45)

The game was intuitive

4.75 (SD=0.45)

4.42 (SD=0.67)

4.75 (SD=0.45)

The difficulty / challenge
was too hard

1.50 (SD=0.52)

1.42 (SD=0.51)

2.00 (SD=0.6)

I enjoyed playing the
game

3.83 (SD=0.72)

4.00 (SD=0.43)

4.42 (SD=0.79)

The game was engaging

3.58 (SD=0.79)

3.92 (SD=0.67)

4.33 (SD=0.78)

The tasks were varying / | 3.50 (SD=0.9) 3.75 (SD=0.87) 4.00 (SD=0.85)
interesting

I was frustrated whilst | 1.50 (SD=0.67) 1.42 (SD=0.67) 1.42 (SD=0.51)
playing the game

I was frustrated after

completing the game

1.67 (SD=0.39)

1.25 (SD=0.62)

1.25 (SD=0.45)

The game is suitable to
learn about Dark Patterns

3.67 (SD=0.65)

3.92 (SD=0.9)

4.33 (SD=0.46)

Table A.1: Quantitative data from the questionnaire for each game mechanic. Ev-
ery question was rated on a 5-point Likert scale from ”strongly disagree” (1) to
”strongly agree” (5). Displayed are the mean value and the standard deviation.
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A.3 Image Assets

We used the following royalty-free images from Pixabay to
create our study designs. While their license allows us to
use the images free of charge and without giving credit, the
study designs only truly came to life thanks to those assets.
And we want to credit each of the artists for their work:

¢ hawkHD: Smartwatch”

e lequangutc89: Hotel Room”

¢ ManuelaJaeger: Hotel Room®
e peterweideman: Hotel Room?
e Pfiideri: Cabin by the Lake®

e Pixaline: VR Headset/

¢ thekaleidoscope: Concert®

e vlaaitje: Cute Dog"

* 3534679: Hotel Room’

“https:/ / pixabay.com/photos/smart-watch-smartwatch-fitness-889639 /
"https:/ /pixabay.com/photos/bedroom-indoors-interior-design-bed-6577523 /
‘https:/ /pixabay.com/photos/hotel-hotel-rooms-home-decoration-1749602 /
“https:/ /pixabay.com /photos /bedroom-interior-design-bed-room-5664221/
‘https:/ / pixabay.com/photos/lake-mountains-hut-mountain-lake-1681485/
/https:/ /pixabay.com /vectors/ virtual-reality-game-glasses-2055227 /

$https:/ /pixabay.com/photos/concert-live-audience-people-crowd-3387324 /
"https:/ / pixabay.com/photos/puppy-dogs-collie-cute-pet-sweet-2298832 /
"https:/ / pixabay.com/photos/bedroom-indoors-interior-design-3475656 /


https://pixabay.com/photos/smart-watch-smartwatch-fitness-889639/
https://pixabay.com/photos/bedroom-indoors-interior-design-bed-6577523/
https://pixabay.com/photos/hotel-hotel-rooms-home-decoration-1749602/
https://pixabay.com/photos/bedroom-interior-design-bed-room-5664221/
https://pixabay.com/photos/lake-mountains-hut-mountain-lake-1681485/
https://pixabay.com/vectors/virtual-reality-game-glasses-2055227/
https://pixabay.com/photos/concert-live-audience-people-crowd-3387324/
https://pixabay.com/photos/puppy-dogs-collie-cute-pet-sweet-2298832/
https://pixabay.com/photos/bedroom-indoors-interior-design-3475656/
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A.4 Codebook

The following section contains the codebook [Braun et al.,
2019] used for the thematic analysis of the qualitative data
in the preliminary study.

Category Code CLASSIFY | SINGLE- MULTI-
SroT SroT

W
()

Beginner-friendly

Certainty

Examples

Strength Fast pace

Focus on elements

o~

Realistic

Scrutinize over details

—_

Uncertainty

Clear exit?

False positives

Hard to categorize

Weakness Lack of context

Overthinking

Too easy

= O O R = O OO O| U] 0| | W[

W OO N OO ROl G
OO WO OO O RO OO O

Unrealistic

Table A.2: This shows the codes we developed from the preliminary user study.
The numbers signify how often the respective code came up for each game me-
chanic. We grouped the codes into categories for strengths and weaknesses for
further analysis.

“This was also considered a strength by some participants.
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Appendix B

Learning Game
Prototype User Study

In the following, we include additional material used in
the second user study evaluating the dark pattern learning
game prototype. Furthermore, we present more of the raw
data used in the evaluation.

B.1 Questionnaire

The following three questionnaires were used in the second
user study to evaluate the learning game prototype.
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Demographics

Current Occupation / Field of Study:

Last achieved academic degree:

Online Behavior:
How many hours do to you typically spend browsing the web each day?

Email address (optional):
If you agree to participate in the follow-up study, please provide your email address so we can contact you.

Figure B.1: Participants filled out this first part of the questionnaire before starting

the game. It gathers basic demographics and the option to volunteer for the follow-
up retention study:.

Tutorial

Please answer the following questions on a scale from -2 (totally disagree) to 2 (totally agree):

-2 -1 0 1 2
totally  disagree neutral agree  totally
disagree agree

The tutorial explained everything | needed to play the game. [ ) [ ) [ ) [ ] [ )

The information in the tutorial helped me understand the concepts of dark patterns. [ ) [ ] [ ) [ ) [ )

The amount of information in the tutorial was sufficient. (] () ® o o

Figure B.2: Participants filled out this tutorial-focused questionnaire after complet-
ing the whole game.



B.2 Dark Pattern Detection and Classification Rate 91

Game
Please answer the following questions on a scale from -2 (totally disagree) to 2 (totally agree):

totally | disagree neutral agree

disagree
The game had a clear goal
The game was intuitive
The difficulty / challenge was too hard
| enjoyed playing the game
The game was engaging
The tasks were varying / interesting
| was frustrated whilst playing the game
| was frustrated after completing the game
The game is suitable to learn about dark patterns

Playing the game increased my knowledge about dark patterns

Playing the game increased my confidence in detecting dark patterns

Playing the game increased my confidence in handling dark patterns

Figure B.3: Participants filled out this game-focused questionnaire after completing
the whole game.

B.2 Dark Pattern Detection and Classifica-
tion Rate

The following table lists the detection and classification
rates for all 28 dark patterns used within the learning game
prototype.
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| Lvl | Dark Pattern | F+C [ F+NC | NF |
H1 | Disguised ad 8 1 13
H1 | Expert testimonial 2 6 14
H1 | Hidden costs 14 0 8
H1 | Previous price 6 1 15
H1 | Scarcity 1 12 1 9
H1 | Scarcity 2 22 0 0
H2 | False hierarchy 1 10 6 6
H2 | False hierarchy 2 19 2 1
H2 | Hidden information 0 7 15
H2 | Nagging alert 10 7 5
H2 | Pressured selling 10 2 10
H2 | Scarcity 1 22 0 0
H2 | Scarcity 2 21 0 1
H2 | Sneaking button 2 1 19
H3 | Bad defaults 6 11 5
H3 | Confirmshaming 12 0 10
H3 | False hierarchy 19 2 1
H3 | Obstruction 1 7 9 6
H3 | Obstruction 2 7 0 15
H3 | Obstruction 3 11 7 4
H3 | Obstruction 4 16 3 3
H3 | Trick question 4 9 9
S2 | Confirmshaming 10 0 12
S2 | Countdown timer 21 1 0
S2 | False hierarchy 18 2 2
S2 | Hidden subscription 16 3 3
S2 | Pressured selling 1 7 4 11
S2 | Pressured selling 2 8 7 7

Table B.1: This shows the detection and classification rates for all dark patterns
used in the game. They are grouped by level (H1 = Hotel Listing, H2 = Hotel
Booking, H3 = Hotel Newsletter, S2 = Smartshop Design B) and list how often they
were found and correctly categorized (F+C), found and incorrectly categorized (F+NC),
and missed (NF)
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B.3 Image Assets

In addition to the images already used in the preliminary
study (see Appendix A.3), we used the following images
for the learning game prototype and the pre-test/post-test
images.

e Alexas_Fotos: Plush Toy”, Plush Toy”
* Annamos: Hotel Room*

e JanClaus: Hotel Room?

¢ Olichel: Hotel Room*®

e Pexels: Plush Toy/

* Pezibear: Plush Toy®

e stevepb: Hotel Room”

e 12019: Sunset’

e 5132824: Workout/

“https:/ / pixabay.com/photos/stuffed-animal-lion-fun-cute-5202849 /

bhttps: / /pixabay.com/photos/teddy-bear-glitter-eyes-861048 /

‘https:/ /pixabay.com/photos/beach-house-interior-palmetto-coasts-1505461/
“https:/ /pixabay.com /photos/ to-travel-hotel-room-hotel-room-1677347 /
‘https:/ / pixabay.com/photos/hotel-room-bed-pillows-room-hotel-1447201/

f https:/ /pixabay.com/photos /happy-smiling-cuddly-toy-toy-smile-1281590/
Shttps:/ /pixabay.com/photos/teddy-bear-bear-plush-toy-524251/

"https:/ /pixabay.com /photos /bedroom-bed-bedside-lamp-490779 /

"https:/ /pixabay.com /photos/beach-sea-sunset-sun-sunlight-1751455 /
’https:/ /pixabay.com/photos /woman-crunches-sport-training-2250970/


https://pixabay.com/photos/stuffed-animal-lion-fun-cute-5202849/
https://pixabay.com/photos/teddy-bear-glitter-eyes-861048/
https://pixabay.com/photos/beach-house-interior-palmetto-coasts-1505461/
https://pixabay.com/photos/to-travel-hotel-room-hotel-room-1677347/
https://pixabay.com/photos/hotel-room-bed-pillows-room-hotel-1447201/
https://pixabay.com/photos/happy-smiling-cuddly-toy-toy-smile-1281590/
https://pixabay.com/photos/teddy-bear-bear-plush-toy-524251/
https://pixabay.com/photos/bedroom-bed-bedside-lamp-490779/
https://pixabay.com/photos/beach-sea-sunset-sun-sunlight-1751455/
https://pixabay.com/photos/woman-crunches-sport-training-2250970/
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